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CRYPTOGRAPHY AND NETWORK SECURITY

UNIT I

Introduction:

                  Computer data often travels from one computer to another, leaving the

safety of its protected physical surroundings. Once the data is out of hand, people with

bad intention could modify or forge your data, either for amusement or for their own

benefit.

    Cryptography can reformat and transform our data, making it safer on its trip between

computers. The technology is based on the essentials of secret codes, augmented by

modern mathematics that protects our data in powerful ways.

• Computer Security - generic name for the collection of tools designed to protect data

and to thwart hackers

• Network Security - measures to protect data during their transmission

• Internet Security - measures to protect data during their transmission over a collection

of interconnected networks.

Security Goal:

           Computer Security: The protection afforded to an automated information system

in order to attain the applicable objectives of preserving the integrity, availability, and

confidentiality of information system resources (includes hardware, software, firmware,

information/data, and telecommunications).

This definition introduces three key objectives that are at the heart of computer security:

• Confidentiality:  This  term  covers  two  related  concepts:  Data1

confidentiality: Assures that private or confidential information is not made available or

disclosed to unauthorized individuals.

           Privacy: Assures that individuals control or influence what information related to

them may be collected and stored and by whom and to whom that information may be

disclosed. Integrity: This term covers two related concepts: Data integrity: Assures



that information and programs are changed only in a specified and authorized manner.

System integrity: Assures that a system performs its intended function in an unimpaired

manner, free from deliberate or inadvertent unauthorized manipulation of the system.

Availability: Assures that systems work promptly and service is not  denied to

authorized users.

Cryptography Attacks:

Security attack: Any action that compromises the security of information owned

by an organization.

Security  mechanism:  A  process  (or  a  device  incorporating  such  a  process)  that  is

designed to detect, prevent, or recover from a security attack.

Security  service:  A  processing  or  communication  service  that  enhances  the

security  of  the  data  processing  systems  and  the  information  transfers  of  an

organization. The services are intended to counter security attacks, and they make use

of one or more security mechanisms to provide the service.

Passive Attacks: Passive attacks  are in the nature of eavesdropping on, or monitoring

of,  transmissions.  The  goal  of  the  opponent  is  to  obtain  information  that  is  being

transmitted. Two types of passive attacks are the release of message contents and

traffic analysis

Active Attacks :Active attacks  involve some modification of  the data stream or  the

creation of a false stream and can be subdivided into four categories: masquerade,

replay, modification of messages, and denial of service. 

Cryptography  provides  many  tools  and  techniques  for  implementing  cryptosystems

capable of preventing most of the attacks described above.

Assumptions of Attacker

Let us see the prevailing environment around cryptosystems followed by the types of

attacks employed to break these systems −



Environment around Cryptosystem

While considering possible attacks on the cryptosystem, it is necessary to know the

cryptosystems  environment.  The  attacker’s  assumptions  and  knowledge  about  the

environment decides his capabilities.

In  cryptography,  the  following  three  assumptions  are  made  about  the  security

environment and attacker’s capabilities.

Details of the Encryption Scheme

The design of a cryptosystem is based on the following two cryptography algorithms −

 Public Algorithms − With this option, all the details of the algorithm are in the

public domain, known to everyone.

 Proprietary algorithms − The details of the algorithm are only known by the

system designers and users.

In  case  of  proprietary  algorithms,  security  is  ensured  through  obscurity.  Private

algorithms may not be the strongest algorithms as they are developed in-house and

may not be extensively investigated for weakness.

Secondly, they allow communication among closed group only.  Hence they are not

suitable for modern communication where people communicate with large number of

known or unknown entities. Also, according to Kerckhoff’s principle, the algorithm is

preferred to be public with strength of encryption lying in the key.

Thus, the first assumption about security environment is that the encryption algorithm

is known to the attacker.

Availability of Ciphertext

We know that once the plaintext is encrypted into ciphertext,  it  is  put on unsecure

public channel (say email) for transmission. Thus, the attacker can obviously assume

that it has access to the ciphertext generated by the cryptosystem.



Availability of Plaintext and Ciphertext

This assumption is not as obvious as other. However, there may be situations where

an attacker can have access to plaintext and corresponding ciphertext. Some such

possible circumstances are −

 The attacker influences the sender to convert plaintext of his choice and obtains

the ciphertext.

 The receiver may divulge the plaintext to the attacker inadvertently. The attacker

has access to corresponding ciphertext gathered from open channel.

 In a public-key cryptosystem, the encryption key is in open domain and is known

to any potential attacker. Using this key, he can generate pairs of corresponding

plaintexts and ciphertexts.

Cryptographic Attacks

The basic intention of an attacker is to break a cryptosystem and to find the plaintext

from the ciphertext.  To obtain the plaintext,  the attacker only needs to find out the

secret decryption key, as the algorithm is already in public domain.

Hence,  he  applies  maximum effort  towards finding  out  the  secret  key  used in  the

cryptosystem. Once the attacker is able to determine the key, the attacked system is

considered as broken or compromised.

Based on the methodology used, attacks on cryptosystems are categorized as follows

−

 Ciphertext Only Attacks (COA) − In this method, the attacker has access to a

set of ciphertext(s). He does not have access to corresponding plaintext. COA is

said to be successful when the corresponding plaintext can be determined from

a given set of ciphertext. Occasionally, the encryption key can be determined

from  this  attack.  Modern  cryptosystems  are  guarded  against  ciphertext-only

attacks.



 Known  Plaintext  Attack  (KPA) −  In  this  method,  the  attacker  knows  the

plaintext for some parts of the ciphertext. The task is to decrypt the rest of the

ciphertext using this information. This may be done by determining the key or

via  some  other  method.  The  best  example  of  this  attack  is linear

cryptanalysis against block ciphers.

 Chosen Plaintext Attack (CPA) − In this method, the attacker has the text of

his choice encrypted. So he has the ciphertext-plaintext pair of his choice. This

simplifies his task of determining the encryption key. An example of this attack

is differential  cryptanalysis applied  against  block  ciphers  as  well  as  hash

functions. A popular public key cryptosystem, RSA is also vulnerable to chosen-

plaintext attacks.

 Dictionary  Attack −  This  attack  has  many  variants,  all  of  which  involve

compiling  a  ‘dictionary’.  In  simplest  method  of  this  attack,  attacker  builds  a

dictionary of ciphertexts and corresponding plaintexts that he has learnt over a

period of time. In future, when an attacker gets the ciphertext,  he refers the

dictionary to find the corresponding plaintext.

 Brute Force Attack (BFA) − In this method, the attacker tries to determine the

key by attempting all possible keys. If the key is 8 bits long, then the number of

possible keys is 28 = 256. The attacker knows the ciphertext and the algorithm,

now  he  attempts  all  the  256  keys  one  by  one  for  decryption.  The  time  to

complete the attack would be very high if the key is long.

 Birthday Attack − This attack is a variant of brute-force technique. It is used

against the cryptographic hash function. When students in a class are asked

about  their  birthdays,  the  answer  is  one  of  the  possible  365  dates.  Let  us

assume the first  student's birthdate is 3rd Aug.  Then to find the next  student

whose birthdate is 3rd Aug, we need to enquire 1.25* √365 ≈ 25 students.�

Similarly, if the hash function produces 64 bit hash values, the possible hash

values are 1.8x1019. By repeatedly evaluating the function for different inputs,

the same output is expected to be obtained after about 5.1x109 random inputs.



If the attacker is able to find two different inputs that give the same hash value, it

is a collision and that hash function is said to be broken.

 Man in Middle Attack (MIM) − The targets of this attack are mostly public key

cryptosystems where  key  exchange  is  involved  before  communication  takes

place.

o Host A wants to communicate to host B, hence requests public key of B.

o An attacker intercepts this request and sends his public key instead.

o Thus, whatever host A sends to host B, the attacker is able to read.

o In  order  to  maintain  communication,  the  attacker  re-encrypts  the  data

after reading with his public key and sends to B.

o The attacker sends his public key as A’s public key so that B takes it as if

it is taking it from A.

 Side Channel Attack (SCA) − This type of attack is not against any particular

type  of  cryptosystem  or  algorithm.  Instead,  it  is  launched  to  exploit  the

weakness in physical implementation of the cryptosystem.

 Timing Attacks − They exploit the fact that different computations take different

times to compute on processor. By measuring such timings, it is be possible to

know about a particular computation the processor is carrying out. For example,

if the encryption takes a longer time, it indicates that the secret key is long.

 Power Analysis Attacks − These attacks are similar to timing attacks except

that the amount of power consumption is used to obtain information about the

nature of the underlying computations.

 Fault  analysis  Attacks −  In  these  attacks,  errors  are  induced  in  the

cryptosystem and the attacker studies the resulting output for useful information.



Practicality of Attacks

The attacks on cryptosystems described here are highly academic, as majority of them

come from the academic community.  In  fact,  many academic attacks involve quite

unrealistic assumptions about environment as well as the capabilities of the attacker.

For example, in chosen-ciphertext attack, the attacker requires an impractical number

of deliberately chosen plaintext-ciphertext pairs. It may not be practical altogether.

Nonetheless, the fact that any attack exists should be a cause of concern, particularly if

the attack technique has the potential for improvement.

Security Services:

AUTHENTICATION :The assurance that the communicating entity is the one that it

claims to be.

Peer Entity  Authentication Used in  association with a logical  connection to provide

confidence in the identity of the entities connected.

Data-Origin Authentication In a connectionless transfer, provides assurance that the

source of received data is as claimed.

ACCESS  CONTROL The  prevention  of  unauthorized  use  of  a  resource  (i.e.,  this

service controls who can have access to a resource, under what conditions access can

occur, and what those accessing the resource are allowed to do).

DATA CONFIDENTIALITY The protection of data from unauthorized disclosure.

Connection Confidentiality The protection of all user data on a connection.

Connectionless Confidentiality The protection of all user data in a single data block

Selective-Field Confidentiality The confidentiality of selected fields within the user data

on a connection or in a single data block.

Traffic-Flow Confidentiality The protection of the information that might be derived from

observation of traffic flows



DATA  INTEGRITY The  assurance  that  data  received  are  exactly  as  sent  by  an

authorized entity (i.e., contain no  modification, insertion, deletion, or replay).

Connection  Integrity  with  Recovery  Provides for  the integrity  of  all  user  data  on a

connection  and detects  any modification,  insertion,  deletion,  or  replay  of  any data

within an entire data sequence, with recovery attempted.

Connection Integrity without Recovery As above, but provides only detection without

recovery.

Selective-Field Connection Integrity Provides for the integrity of selected fields within

the user data of a data block transferred over a connection and takes the form of

determination of whether the selected fields have been modified, inserted, deleted, or

replayed.

Connectionless Integrity Provides for the integrity of a single connectionless data block

and may take the form of detection of data modification. Additionally, a limited form of

replay detection may be provided.

Selective-Field  Connectionless  Integrity  Provides  for  the  integrity  of  selected  fields

within a single connectionless data block; takes the form of determination of whether

the selected fields have been modified.

NONREPUDIATION Provides protection against denial by one of the entities involved

in a communication of having participated in all or part of the communication.

Nonrepudiation, Origin Proof that the message was sent by the specified party.

Nonrepudiation,  Destination Proof  that  the  message was received by  the  specified

party.

SPECIFIC  SECURITY  MECHANISMS May  be  incorporated  into  the  appropriate

protocol layer in order to provide some of the OSI security services.



Encipherment The use of mathematical algorithms to transform data into a form that is

not  readily  intelligible.  The  transformation  and  subsequent  recovery  of  the   data

depend on an algorithm and zero or more encryption keys.

Digital Signature Data appended to, or a cryptographic transformation of, a data unit

that allows a recipient of the data unit to prove the source and integrity of the data unit

and protect against forgery (e.g., by the recipient).

Access Control A variety of mechanisms that enforce access rights to resources.

Data Integrity A variety of mechanisms used to assure the integrity of a data unit or

stream of data units.

PERVASIVE  SECURITY  MECHANISMS Mechanisms  that  are  not  specific  to  any

particular OSI security service or protocol layer.

Trusted Functionality That which is perceived to be correct with respect to some criteria

(e.g., as established by a security policy).

Security Label The marking bound to a resource (which may be a data unit)  that

names or designates the security attributes of that resource.

Event Detection Detection of security-relevant events.

Security Audit Trail Data collected and potentially used to facilitate a security audit,

which is an independent review and examination of system records and activities.

Security Recovery Deals with requests from mechanisms, such as event handling

and management functions, and takes recovery actions.

SPECIFIC  SECURITY  MECHANISMS Authentication  Exchange  A  mechanism

intended to ensure the identity of an entity by means of information exchange.

Traffic Padding The insertion of bits into gaps in a data stream to frustrate traffic

analysis attempts.

Routing Control Enables selection of particular physically secure routes for certain

data and allows routing changes, especially when a breach of security is suspected.



Notarization The use of a trusted third party to assure certain properties of a data

exchange.

Techniques:

Traditional Symmetric key ciphers:

A symmetric encryption scheme has five ingredients 

• Plaintext: This is the original intelligible message or data that is fed into the

algorithm as input.

Encryption algorithm: The encryption algorithm performs various substitutions

and transformations on the plaintext. • Secret key: The secret key is also input

to the encryption algorithm. The key is a value independent of the plaintext and of the

algorithm. The algorithm will produce a different output depending on the specific key

being used at the time. The exact substitutions and transformations performed by the

algorithm depend on the key. •Ciphertext:   This  is  the  scrambled  message

produced  as  output.  It  depends  on  the  plaintext  and  the  secret  key.  For  a  given

message, two different keys will produce two different ciphertexts. The ciphertext is an

apparently random stream of data and, as it stands, is unintelligible.

• Decryption  algorithm: This  is  essentially  the  encryption  algorithm  run  in

reverse. It takes the ciphertext and the secret key and produces the original plaintext.

There are two requirements for secure use of conventional encryption: 

1. We need a strong encryption algorithm. At a minimum, we would like the algorithm

to be such that an opponent who knows the algorithm and has access to one or more

ciphertexts  would  be unable  to  decipher  the  ciphertext  or  figure  out  the  key.  This

requirement is usually stated in a stronger form: The opponent should be unable to

decrypt ciphertext or discover the key even if he or she is in possession of a number of

ciphertexts together with the plaintext that produced each ciphertext. 



2. Sender and receiver must have obtained copies of the secret key in a secure fashion

and  must  keep  the  key  secure.  If  someone  can  discover  the  key  and  knows  the

algorithm, all communication using this key is readable.

Simple Substitution Cipher

It is an improvement to the Caesar Cipher. Instead of shifting the alphabets by some

number, this scheme uses some permutation of the letters in alphabet.

For example, A.B…..Y.Z and Z.Y……B.A are two obvious permutation of all the letters

in alphabet. Permutation is nothing but a jumbled up set of alphabets.

With 26 letters in alphabet, the possible permutations are 26! (Factorial of 26) which is

equal to 4x1026. The sender and the receiver may choose any one of these possible

permutation as a ciphertext alphabet. This permutation is the secret key of the scheme.

Process of Simple Substitution Cipher

 Write the alphabets A, B, C,...,Z in the natural order.

 The sender and the receiver decide on a randomly selected permutation of the

letters of the alphabet.

 Underneath the natural order alphabets, write out the chosen permutation of the

letters of the alphabet. For encryption, sender replaces each plaintext letters by

substituting the permutation letter that is directly beneath it  in the table. This

process  is  shown  in  the  following  illustration.  In  this  example,  the  chosen

permutation is K,D, G, ..., O. The plaintext ‘point’ is encrypted to ‘MJBXZ’.

Here is a jumbled Ciphertext alphabet, where the order of the ciphertext letters is a

key.

 On receiving the ciphertext, the receiver, who also knows the randomly chosen

permutation,  replaces  each  ciphertext  letter  on  the  bottom  row  with  the



corresponding  plaintext  letter  in  the  top  row.  The  ciphertext  ‘MJBXZ’  is

decrypted to ‘point’.

Security Value

Simple Substitution Cipher is a considerable improvement over the Caesar Cipher. The

possible number of keys is large (26!) and even the modern computing systems are not

yet powerful enough to comfortably launch a brute force attack to break the system.

However, the Simple Substitution Cipher has a simple design and it is prone to design

flaws, say choosing obvious permutation, this cryptosystem can be easily broken.

Transposition Cipher

It  is  another  type  of  cipher  where  the  order  of  the  alphabets  in  the  plaintext  is

rearranged to create the ciphertext. The actual plaintext alphabets are not replaced.

An example is a ‘simple columnar transposition’ cipher where the plaintext is written

horizontally  with  a  certain  alphabet  width.  Then the ciphertext  is  read vertically  as

shown.

For example, the plaintext is “golden statue is in eleventh cave” and the secret random

key chosen is “five”. We arrange this text horizontally in table with number of column

equal to key value. The resulting text is shown below.

The ciphertext  is obtained by reading column vertically  downward from first  to  last

column. The ciphertext is ‘gnuneaoseenvltiltedasehetivc’.



To decrypt, the receiver prepares similar table. The number of columns is equal to key

number.  The  number  of  rows  is  obtained  by  dividing  number  of  total  ciphertext

alphabets by key value and rounding of the quotient to next integer value.

The receiver then writes the received ciphertext vertically down and from left to right

column. To obtain the text, he reads horizontally left to right and from top to bottom

row.

Digital data is represented in strings of binary digits (bits) unlike alphabets. Modern

cryptosystems need to process this binary strings to convert in to another binary string.

Based on how these binary strings are processed, a symmetric encryption schemes

can be classified in to −

Block Ciphers

In this scheme, the plain binary text is processed in blocks (groups) of bits at a time;

i.e. a block of plaintext bits is selected, a series of operations is performed on this block

to  generate  a block of  ciphertext  bits.  The number  of  bits  in  a  block  is  fixed.  For

example, the schemes DES and AES have block sizes of 64 and 128, respectively.

Stream Ciphers

In this scheme, the plaintext is processed one bit at a time i.e. one bit of plaintext is

taken, and a series of operations is performed on it to generate one bit of ciphertext.

Technically, stream ciphers are block ciphers with a block size of one bit.

Feistel Block cipher:



Feistel Cipher is not a specific scheme of block cipher. It is a design model from which

many different block ciphers are derived. DES is just one example of a Feistel Cipher.

A cryptographic system based on Feistel cipher structure uses the same algorithm for

both encryption and decryption.

Encryption Process

The  encryption  process  uses  the  Feistel  structure  consisting  multiple  rounds  of

processing of the plaintext, each round consisting of a “substitution” step followed by a

permutation step.

Feistel Structure is shown in the following illustration −



 The input block to each round is divided into two halves that can be denoted as

L and R for the left half and the right half.

 In each round, the right half of the block, R, goes through unchanged. But the

left half, L, goes through an operation that depends on R and the encryption

key. First, we apply an encrypting function ‘f’ that takes two input − the key K

and R. The function produces the output f(R,K). Then, we XOR the output of the

mathematical function with L.

 In real implementation of the Feistel Cipher, such as DES, instead of using the

whole encryption key during each round, a round-dependent key (a subkey) is

derived from the encryption key. This means that each round uses a different

key, although all these subkeys are related to the original key.

 The  permutation  step  at  the  end  of  each  round  swaps  the  modified  L  and

unmodified R. Therefore, the L for the next round would be R of the current

round. And R for the next round be the output L of the current round.

 Above substitution and permutation steps form a ‘round’. The number of rounds

are specified by the algorithm design.

 Once  the  last  round  is  completed  then  the  two  sub  blocks,  ‘R’  and  ‘L’  are

concatenated in this order to form the ciphertext block.

The difficult part of designing a Feistel Cipher is selection of round function ‘f’. In order

to be unbreakable scheme, this function needs to have several important properties

that are beyond the scope of our discussion.

Decryption Process

The process of decryption in Feistel cipher is almost similar. Instead of starting with a

block of plaintext, the ciphertext block is fed into the start of the Feistel structure and

then the process thereafter is exactly the same as described in the given illustration.



The  process  is  said  to  be  almost  similar  and  not  exactly  same.  In  the  case  of

decryption, the only difference is that the subkeys used in encryption are used in the

reverse order.

The final swapping of ‘L’ and ‘R’ in last step of the Feistel Cipher is essential. If these

are not swapped then the resulting ciphertext could not be decrypted using the same

algorithm.

Number of Rounds

The number of rounds used in a Feistel Cipher depends on desired security from the

system. More number of rounds provide more secure system. But at the same time,

more rounds mean the inefficient slow encryption and decryption processes. Number

of rounds in the systems thus depend upon efficiency–security tradeoff.

                                                     



UNIT II

DATA ENCRYPTION STANDARD(DES)

The Data Encryption Standard (DES) is a symmetric-key block cipher published by

the National Institute of Standards and Technology (NIST).

DES is an implementation of a Feistel Cipher. It uses 16 round Feistel structure. The

block size is 64-bit. Though, key length is 64-bit, DES has an effective key length of 56

bits, since 8 of the 64 bits of the key are not used by the encryption algorithm (function

as check bits only). General Structure of DES is depicted in the following illustration −



Since DES is based on the Feistel Cipher, all that is required to specify DES is −

 Round function

 Key schedule

 Any additional processing − Initial and final permutation

Initial and Final Permutation

The initial  and final permutations are straight Permutation boxes (P-boxes) that are

inverses of each other. They have no cryptography significance in DES. The initial and

final permutations are shown as follows −



Round Function

The heart of this cipher is the DES function, f. The DES function applies a 48-bit key to

the rightmost 32 bits to produce a 32-bit output.

 Expansion Permutation Box − Since right input is 32-bit and round key is a 48-

bit, we first need to expand right input to 48 bits. Permutation logic is graphically

depicted in the following illustration −



 The graphically  depicted  permutation  logic  is  generally  described as table  in

DES specification illustrated as shown −

 XOR (Whitener). − After the expansion permutation, DES does XOR operation

on the expanded right section and the round key. The round key is used only in

this operation.

 Substitution Boxes. − The S-boxes carry out the real mixing (confusion). DES

uses 8 S-boxes, each with a 6-bit input and a 4-bit output. Refer the following

illustration −

 The S-box rule is illustrated below −



 There are a total of eight S-box tables. The output of all eight s-boxes is then

combined in to 32 bit section.

 Straight Permutation − The 32 bit output of S-boxes is then subjected to the

straight permutation with rule shown in the following illustration:

Key Generation

The round-key generator creates sixteen 48-bit keys out of a 56-bit cipher key. The

process of key generation is depicted in the following illustration −



The  logic  for  Parity  drop,  shifting,  and  Compression  P-box  is  given  in  the  DES

description.

DES Analysis

The DES satisfies both the desired properties of block cipher. These two properties

make cipher very strong.

 Avalanche effect − A small change in plaintext results in the very great change

in the ciphertext.

 Completeness − Each bit of ciphertext depends on many bits of plaintext.

During the last few years, cryptanalysis have found some weaknesses in DES when

key selected are weak keys. These keys shall be avoided.



DES  has  proved  to  be  a  very  well  designed  block  cipher.  There  have  been  no

significant cryptanalytic attacks on DES other than exhaustive key search.

Triple DES:

The  speed  of  exhaustive  key  searches  against  DES  after  1990  began  to  cause

discomfort amongst users of DES. However, users did not want to replace DES as it

takes an enormous amount of time and money to change encryption algorithms that

are widely adopted and embedded in large security architectures.

The pragmatic approach was not to abandon the DES completely, but to change the

manner  in  which  DES  is  used.  This  led  to  the  modified  schemes  of  Triple  DES

(sometimes known as 3DES).

Incidentally, there are two variants of Triple DES known as 3-key Triple DES (3TDES)

and 2-key Triple DES (2TDES).

3-KEY Triple DES

Before using 3TDES, user first generate and distribute a 3TDES key K, which consists

of three different DES keys K1, K2 and K3. This means that the actual 3TDES key has

length 3×56 = 168 bits. The encryption scheme is illustrated as follows −



The encryption-decryption process is as follows −

 Encrypt the plaintext blocks using single DES with key K1.

 Now decrypt the output of step 1 using single DES with key K2.

 Finally, encrypt the output of step 2 using single DES with key K3.

 The output of step 3 is the ciphertext.

 Decryption of a ciphertext is a reverse process. User first decrypt using K3, then

encrypt with K2, and finally decrypt with K1.

Due to this design of Triple DES as an encrypt–decrypt–encrypt process, it is possible

to use a 3TDES (hardware) implementation for single DES by setting K1, K2, and K3 to

be the same value. This provides backwards compatibility with DES.

Second variant of Triple DES (2TDES) is identical to 3TDES except that K3is replaced

by K1. In other words, user encrypt plaintext blocks with key K1, then decrypt with key

K2, and finally encrypt with K1 again. Therefore, 2TDES has a key length of 112 bits.



Triple  DES systems are  significantly  more  secure  than  single  DES,  but  these are

clearly a much slower process than encryption using single DES.

Advanced Encryption Standard(AES)

The more  popular  and  widely  adopted  symmetric  encryption  algorithm likely  to  be

encountered nowadays is the Advanced Encryption Standard (AES). It is found at least

six time faster than triple DES.

A replacement for DES was needed as its key size was too small.  With increasing

computing power, it was considered vulnerable against exhaustive key search attack.

Triple DES was designed to overcome this drawback but it was found slow.

The features of AES are as follows −

 Symmetric key symmetric block cipher

 128-bit data, 128/192/256-bit keys

 Stronger and faster than Triple-DES

 Provide full specification and design details

 Software implementable in C and Java

Operation of AES

AES is an iterative rather than Feistel cipher. It is based on ‘substitution–permutation

network’. It comprises of a series of linked operations, some of which involve replacing

inputs  by  specific  outputs  (substitutions)  and  others  involve  shuffling  bits  around

(permutations).

Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES

treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes are arranged in four

columns and four rows for processing as a matrix −



Unlike DES, the number of rounds in AES is variable and depends on the length of the

key. AES uses 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for

256-bit  keys.  Each  of  these  rounds  uses  a  different  128-bit  round  key,  which  is

calculated from the original AES key.

The schematic of AES structure is given in the following illustration −

Encryption Process

Here,  we  restrict  to  description  of  a  typical  round  of  AES encryption.  Each  round

comprise of four sub-processes. The first round process is depicted below −



Byte Substitution (SubBytes)

The 16 input bytes are substituted by looking up a fixed table (S-box) given in design.

The result is in a matrix of four rows and four columns.

Shiftrows

Each of the four rows of the matrix is shifted to the left. Any entries that ‘fall off’ are re-

inserted on the right side of row. Shift is carried out as follows −

 First row is not shifted.

 Second row is shifted one (byte) position to the left.

 Third row is shifted two positions to the left.

 Fourth row is shifted three positions to the left.

 The result  is  a  new matrix  consisting of  the  same 16 bytes  but  shifted  with

respect to each other.



MixColumns

Each column of four bytes is now transformed using a special mathematical function.

This function takes as input the four bytes of one column and outputs four completely

new  bytes,  which  replace  the  original  column.  The  result  is  another  new  matrix

consisting of 16 new bytes. It should be noted that this step is not performed in the last

round.

Addroundkey

The 16 bytes of the matrix are now considered as 128 bits and are XORed to the 128

bits  of  the  round  key.  If  this  is  the  last  round  then  the  output  is  the  ciphertext.

Otherwise, the resulting 128 bits are interpreted as 16 bytes and we begin another

similar round.

Decryption Process

The process of decryption of an AES ciphertext is similar to the encryption process in

the reverse order. Each round consists of the four processes conducted in the reverse

order −

 Add round key

 Mix columns

 Shift rows

 Byte substitution

Since sub-processes in each round are in reverse manner, unlike for a Feistel Cipher,

the  encryption  and  decryption  algorithms  needs  to  be  separately  implemented,

although they are very closely related.

AES Analysis



In present day cryptography, AES is widely adopted and supported in both hardware

and  software.  Till  date,  no  practical  cryptanalytic  attacks  against  AES  has  been

discovered. Additionally, AES has built-in flexibility of key length, which allows a degree

of ‘future-proofing’ against progress in the ability to perform exhaustive key searches.

However,  just  as  for  DES,  the  AES  security  is  assured  only  if  it  is  correctly

implemented and good key management is employed.

Block Cipher Modes of Operation

A block cipher processes the data blocks of fixed size. Usually, the size of a message

is larger  than the block size.  Hence,  the long message is  divided into  a series of

sequential message blocks, and the cipher operates on these blocks one at a time.

Electronic Code Book (ECB) Mode

This mode is a most straightforward way of processing a series of sequentially listed

message blocks.

Operation

 The user takes the first block of plaintext and encrypts it with the key to produce

the first block of ciphertext.

 He then takes the second block of plaintext and follows the same process with

same key and so on so forth.

The ECB mode is deterministic, that is, if plaintext block P1, P2,…, Pm are encrypted

twice under the same key, the output ciphertext blocks will be the same.

In fact,  for a given key technically we can create a codebook of ciphertexts for all

possible  plaintext  blocks.  Encryption would then entail  only  looking up for  required

plaintext and select the corresponding ciphertext. Thus, the operation is analogous to

the  assignment  of  code words in  a  codebook,  and hence gets  an  official  name −

Electronic Codebook mode of operation (ECB). It is illustrated as follows −



Analysis of ECB Mode

In reality, any application data usually have partial information which can be guessed.

For example, the range of salary can be guessed. A ciphertext from ECB can allow an

attacker  to  guess  the  plaintext  by  trial-and-error  if  the  plaintext  message  is  within

predictable.

For example, if a ciphertext from the ECB mode is known to encrypt a salary figure,

then a small number of trials will allow an attacker to recover the figure. In general, we

do not wish to use a deterministic cipher, and hence the ECB mode should not be used

in most applications.

Cipher Block Chaining (CBC) Mode

CBC mode of operation provides message dependence for generating ciphertext and

makes the system non-deterministic.

Operation

The operation of CBC mode is depicted in the following illustration. The steps are as

follows −

 Load the n-bit Initialization Vector (IV) in the top register.

 XOR the n-bit plaintext block with data value in top register.

 Encrypt the result of XOR operation with underlying block cipher with key K.



 Feed ciphertext block into top register and continue the operation till all plaintext

blocks are processed.

 For decryption, IV data is XORed with first ciphertext block decrypted. The first

ciphertext  block  is  also  fed  into  to  register  replacing  IV  for  decrypting  next

ciphertext block.

Analysis of CBC Mode

In CBC mode, the current plaintext block is added to the previous ciphertext block, and

then the result is encrypted with the key. Decryption is thus the reverse process, which

involves decrypting the current ciphertext and then adding the previous ciphertext block

to the result.

Advantage of  CBC over  ECB is  that  changing IV results  in  different  ciphertext  for

identical message. On the drawback side, the error in transmission gets propagated to

few further block during decryption due to chaining effect.

It  is worth mentioning that CBC mode forms the basis for a well-known data origin

authentication  mechanism.  Thus,  it  has  an  advantage  for  those  applications  that

require both symmetric encryption and data origin authentication.

Cipher Feedback (CFB) Mode

In this mode, each ciphertext block gets ‘fed back’ into the encryption process in order

to encrypt the next plaintext block.



Operation

The operation of CFB mode is depicted in the following illustration. For example, in the

present system, a message block has a size ‘s’ bits where 1 < s < n. The CFB mode

requires an initialization vector (IV) as the initial random n-bit input block. The IV need

not be secret. Steps of operation are −

 Load the IV in the top register.

 Encrypt the data value in top register with underlying block cipher with key K.

 Take only ‘s’ number of most significant bits (left  bits) of output of encryption

process  and  XOR  them  with  ‘s’  bit  plaintext  message  block  to  generate

ciphertext block.

 Feed ciphertext block into top register by shifting already present data to the left

and continue the operation till all plaintext blocks are processed.

 Essentially, the previous ciphertext block is encrypted with the key, and then the

result is XORed to the current plaintext block.

 Similar steps are followed for decryption. Pre-decided IV is initially loaded at the

start of decryption.



Analysis of CFB Mode

CFB mode differs significantly from ECB mode, the ciphertext corresponding to a given

plaintext block depends not just on that plaintext block and the key, but also on the

previous  ciphertext  block.  In  other  words,  the  ciphertext  block  is  dependent  of

message.

CFB has a very strange feature. In this mode, user decrypts the ciphertext using only

the encryption process of the block cipher. The decryption algorithm of the underlying

block cipher is never used.

Apparently, CFB mode is converting a block cipher into a type of stream cipher. The

encryption algorithm is used as a key-stream generator to produce key-stream that is

placed in the bottom register. This key stream is then XORed with the plaintext as in

case of stream cipher.

By converting a block cipher into a stream cipher, CFB mode provides some of the

advantageous  properties  of  a  stream  cipher  while  retaining  the  advantageous

properties of a block cipher.

On the flip side, the error of transmission gets propagated due to changing of blocks.

Output Feedback (OFB) Mode

It involves feeding the successive output blocks from the underlying block cipher back

to it.  These feedback blocks provide string of bits to feed the encryption algorithm

which act as the key-stream generator as in case of CFB mode.

The  key  stream  generated  is  XOR-ed  with  the  plaintext  blocks.  The  OFB  mode

requires an IV as the initial random n-bit input block. The IV need not be secret.

The operation is depicted in the following illustration −



Counter (CTR) Mode

It can be considered as a counter-based version of CFB mode without the feedback. In

this mode, both the sender and receiver need to access to a reliable counter, which

computes a new shared value each time a ciphertext block is exchanged. This shared

counter is not necessarily a secret value, but challenge is that both sides must keep

the counter synchronized.

Operation

Both encryption and decryption in CTR mode are depicted in the following illustration.

Steps in operation are −

 Load the initial counter value in the top register is the same for both the sender

and the receiver. It plays the same role as the IV in CFB (and CBC) mode.

 Encrypt  the contents of  the counter  with  the key and place the result  in the

bottom register.



 Take the first plaintext block P1 and XOR this to the contents of the bottom

register.  The  result  of  this  is  C1.  Send  C1  to  the  receiver  and  update  the

counter. The counter update replaces the ciphertext feedback in CFB mode.

 Continue in this manner until the last plaintext block has been encrypted.

 The decryption is the reverse process. The ciphertext block is XORed with the

output  of  encrypted  contents  of  counter  value.  After  decryption  of  each

ciphertext block counter is updated as in case of encryption.

Analysis of Counter Mode

It does not have message dependency and hence a ciphertext block does not depend

on the previous plaintext blocks.

Like  CFB mode,  CTR mode does not  involve  the  decryption  process of  the  block

cipher. This is because the CTR mode is really using the block cipher to generate a



key-stream, which is encrypted using the XOR function. In other words, CTR mode

also converts a block cipher to a stream cipher.

The serious disadvantage of CTR mode is that it requires a synchronous counter at

sender and receiver. Loss of synchronization leads to incorrect recovery of plaintext.

However, CTR mode has almost all advantages of CFB mode. In addition, it does not

propagate error of transmission at all.

                                                           



UNIT III

Asymmetric Key Cryptography

RSA Cryptosystem

This cryptosystem is one the initial system. It remains most employed cryptosystem

even  today.  The  system  was  invented  by  three  scholars Ron  Rivest,  Adi

Shamir, and Len Adleman and hence, it is termed as RSA cryptosystem.

We will see two aspects of the RSA cryptosystem, firstly generation of key pair and

secondly encryption-decryption algorithms.

Generation of RSA Key Pair

Each person or a party who desires to participate in communication using encryption

needs to generate a pair  of keys, namely public key and private key. The process

followed in the generation of keys is described below −

 Generate the RSA modulus (n)

o Select two large primes, p and q.

o Calculate  n=p*q.  For  strong  unbreakable  encryption,  let  n  be  a  large

number, typically a minimum of 512 bits.

 Find Derived Number (e)

o Number e must be greater than 1 and less than (p − 1)(q − 1).

o There must be no common factor for e and (p − 1)(q − 1) except for 1. In

other words two numbers e and (p – 1)(q – 1) are coprime.

 Form the public key

o The pair of numbers (n, e) form the RSA public key and is made public.

o Interestingly, though n is part of the public key, difficulty in factorizing a

large prime number ensures that attacker cannot find in finite time the two

primes (p & q) used to obtain n. This is strength of RSA.



 Generate the private key

o Private Key d is calculated from p, q, and e. For given n and e, there is

unique number d.

o Number d is the inverse of e modulo (p - 1)(q – 1). This means that d is

the number less than (p - 1)(q - 1) such that when multiplied by e, it is

equal to 1 modulo (p - 1)(q - 1).

o This relationship is written mathematically as follows −

ed = 1 mod (p − 1)(q − 1)

The Extended Euclidean Algorithm takes p, q, and e as input and gives d as output.

Example

An example of generating RSA Key pair is given below. (For ease of understanding,

the primes p & q taken here are small values. Practically, these values are very high).

 Let two primes be p = 7 and q = 13. Thus, modulus n = pq = 7 x 13 = 91.

 Select e = 5, which is a valid choice since there is no number that is common

factor of 5 and (p − 1)(q − 1) = 6 × 12 = 72, except for 1.

 The pair of numbers (n,  e) = (91, 5) forms the public key and can be made

available to anyone whom we wish to be able to send us encrypted messages.

 Input p = 7, q = 13, and e = 5 to the Extended Euclidean Algorithm. The output

will be d = 29.

 Check that the d calculated is correct by computing −

de = 29 × 5 = 145 = 1 mod 72

 Hence, public key is (91, 5) and private keys is (91, 29).

Encryption and Decryption

Once the key pair has been generated, the process of encryption and decryption are

relatively straightforward and computationally easy.



Interestingly, RSA does not directly operate on strings of bits as in case of symmetric

key encryption. It operates on numbers modulo n. Hence, it is necessary to represent

the plaintext as a series of numbers less than n.

RSA Encryption

 Suppose the sender wish to send some text message to someone whose public

key is (n, e).

 The sender then represents the plaintext as a series of numbers less than n.

 To encrypt the first plaintext P, which is a number modulo n. The encryption

process is simple mathematical step as −

C = Pe mod n

 In other words, the ciphertext C is equal to the plaintext P multiplied by itself e

times and then reduced modulo n. This means that C is also a number less than

n.

 Returning  to  our  Key  Generation  example  with  plaintext  P  =  10,  we  get

ciphertext C −

C = 105 mod 91

RSA Decryption

 The decryption process for RSA is also very straightforward. Suppose that the

receiver of public-key pair (n, e) has received a ciphertext C.

 Receiver raises C to the power of his private key d. The result modulo n will be

the plaintext P.

Plaintext = Cd mod n

 Returning  again  to  our  numerical  example,  the  ciphertext  C =  82 would  get

decrypted to number 10 using private key 29 −

Plaintext = 8229 mod 91 = 10

RSA Analysis



The security of RSA depends on the strengths of two separate functions. The RSA

cryptosystem is most popular public-key cryptosystem strength of which is based on

the practical difficulty of factoring the very large numbers.

 Encryption Function − It  is  considered as a one-way function of  converting

plaintext into ciphertext and it can be reversed only with the knowledge of private

key d.

 Key Generation − The difficulty of determining a private key from an RSA public

key  is  equivalent  to  factoring  the  modulus  n.  An  attacker  thus  cannot  use

knowledge of an RSA public key to determine an RSA private key unless he can

factor n. It is also a one way function, going from p & q values to modulus n is

easy but reverse is not possible.

If either of these two functions are proved non one-way, then RSA will be broken. In

fact, if a technique for factoring efficiently is developed then RSA will no longer be safe.

The strength of RSA encryption drastically goes down against attacks if the number p

and q are not large primes and/ or chosen public key e is a small number.

ElGamal Cryptosystem

Along with RSA, there are other public-key cryptosystems proposed. Many of them are

based on different versions of the Discrete Logarithm Problem.

ElGamal  cryptosystem,  called  Elliptic  Curve  Variant,  is  based  on  the  Discrete

Logarithm  Problem.  It  derives  the  strength  from  the  assumption  that  the  discrete

logarithms cannot  be  found  in  practical  time  frame  for  a  given  number,  while  the

inverse operation of the power can be computed efficiently.

Let us go through a simple version of ElGamal that works with numbers modulo p. In

the case of elliptic curve variants, it is based on quite different number systems.

Generation of ElGamal Key Pair

Each user of ElGamal cryptosystem generates the key pair through as follows −



 Choosing a large prime p. Generally a prime number of 1024 to 2048 bits length

is chosen.

 Choosing a generator element g.

o This number must be between 1 and p − 1, but cannot be any number.

o It  is  a generator of  the multiplicative group of integers modulo p. This

means for every integer m co-prime to p, there is an integer k such that

gk=a mod n.

For example, 3 is generator of group 5 (Z5 = {1, 2, 3, 4}).

N 3n 3n mod 5

1 3 3

2 9 4

3 27 2

4 81 1

 Choosing the private key. The private key x is any number bigger than 1 and

smaller than p−1.

 Computing part of the public key. The value y is computed from the parameters

p, g and the private key x as follows −

y = gx mod p

 Obtaining Public key. The ElGamal public key consists of the three parameters

(p, g, y).

For example, suppose that p = 17 and that g = 6 (It  can be confirmed that 6 is a

generator  of  group Z17).  The private  key x can be any number bigger  than 1 and

smaller than 71, so we choose x = 5. The value y is then computed as follows −



y = 65 mod 17 = 7

 Thus the private key is 62 and the public key is (17, 6, 7).

Encryption and Decryption

The generation of an ElGamal key pair is comparatively simpler than the equivalent

process for RSA. But the encryption and decryption are slightly more complex than

RSA.

ElGamal Encryption

Suppose sender wishes to send a plaintext to someone whose ElGamal public key is

(p, g, y), then −

 Sender represents the plaintext as a series of numbers modulo p.

 To encrypt the first plaintext P, which is represented as a number modulo p. The

encryption process to obtain the ciphertext C is as follows −

o Randomly generate a number k;

o Compute two values C1 and C2, where −

C1 = gk mod p

C2 = (P*yk) mod p

 Send the ciphertext  C,  consisting of  the  two separate values (C1,  C2),  sent

together.

 Referring to our ElGamal key generation example given above, the plaintext P =

13 is encrypted as follows −

o Randomly generate a number, say k = 10

o Compute the two values C1 and C2, where −

C1 = 610 mod 17

C2 = (13*710) mod 17 = 9

 Send the ciphertext C = (C1, C2) = (15, 9).



ElGamal Decryption

 To decrypt the ciphertext (C1, C2) using private key x, the following two steps

are taken −

o Compute the modular inverse of (C1)x modulo p, which is (C1)-x , generally

referred to as decryption factor.

o Obtain the plaintext by using the following formula −

C2 × (C1)-x  mod p = Plaintext

 In our example, to decrypt the ciphertext C = (C1, C2) = (15, 9) using private key

x = 5, the decryption factor is

15-5  mod 17 = 9

 Extract plaintext P = (9 × 9) mod 17 = 13.

ElGamal Analysis

In ElGamal system, each user has a private key x. and has three components of public

key − prime modulus p, generator g, and public Y = gx mod p. The strength of the

ElGamal is based on the difficulty of discrete logarithm problem.

The secure key size is generally > 1024 bits. Today even 2048 bits long key are used.

On  the  processing  speed  front,  Elgamal  is  quite  slow,  it  is  used  mainly  for  key

authentication protocols. Due to higher processing efficiency, Elliptic Curve variants of

ElGamal are becoming increasingly popular.

Elliptic Curve Cryptography (ECC)

Elliptic Curve Cryptography (ECC) is a term used to describe a suite of cryptographic

tools  and  protocols  whose  security  is  based  on  special  versions  of  the  discrete

logarithm problem. It does not use numbers modulo p.

ECC is based on sets of numbers that are associated with mathematical objects called

elliptic curves. There are rules for adding and computing multiples of these numbers,

just as there are for numbers modulo p.



ECC includes a variants of many cryptographic schemes that were initially designed for

modular numbers such as ElGamal encryption and Digital Signature Algorithm.

It is believed that the discrete logarithm problem is much harder when applied to points

on an elliptic curve. This prompts switching from numbers modulo p to points on an

elliptic curve. Also an equivalent security level can be obtained with shorter keys if we

use elliptic curve-based variants.

The shorter keys result in two benefits −

 Ease of key management

 Efficient computation

These  benefits  make  elliptic-curve-based  variants  of  encryption  scheme  highly

attractive for application where computing resources are constrained.

RSA and ElGamal Schemes – A Comparison

Let us briefly compare the RSA and ElGamal schemes on the various aspects.

RSA ElGamal

It is more efficient for encryption. It is more efficient for decryption.

It is less efficient for decryption. It is more efficient for decryption.

For a particular security level, lengthy

keys are required in RSA.

For  the  same  level  of  security,  very

short keys are required.

It is widely accepted and used. It  is  new  and  not  very  popular  in

market.

Message Integrity and Message Authentication:

Data Integrity



Threats to Data Integrity

When sensitive information is exchanged, the receiver must have the assurance that

the  message  has  come  intact  from  the  intended  sender  and  is  not  modified

inadvertently  or  otherwise.  There  are  two  different  types  of  data  integrity  threats,

namely passive and active.

Passive Threats

This type of threats exists due to accidental changes in data.

 These data errors are likely to occur due to noise in a communication channel.

Also, the data may get corrupted while the file is stored on a disk.

 Error-correcting codes and simple checksums like Cyclic Redundancy Checks

(CRCs) are used to detect the loss of data integrity. In these techniques, a digest

of data is computed mathematically and appended to the data.

Active Threats

In this type of threats, an attacker can manipulate the data with malicious intent.

 At simplest level, if data is without digest, it can be modified without detection.

The system can use techniques of appending CRC to data for detecting any

active modification.

 At higher level of threat, attacker may modify data and try to derive new digest

for modified data from exiting digest. This is possible if the digest is computed

using simple mechanisms such as CRC.

 Security  mechanism  such  as  Hash  functions  are  used  to  tackle  the  active

modification threats.

Cryptography Hash Functions

Hash  functions  are  extremely  useful  and  appear  in  almost  all  information  security

applications.



A hash function is a mathematical function that converts a numerical input value into

another  compressed numerical  value.  The input  to  the hash function is  of  arbitrary

length but output is always of fixed length.

Values returned by a hash function are called message digest or simply hash values.

The following picture illustrated hash function −

Features of Hash Functions

The typical features of hash functions are −

 Fixed Length Output (Hash Value)

o Hash  function  coverts  data  of  arbitrary  length  to  a  fixed  length.  This

process is often referred to as hashing the data.

o In general,  the hash is much smaller than the input data, hence hash

functions are sometimes called compression functions.

o Since a hash is a smaller representation of a larger data, it is also referred

to as a digest.



o Hash function with n bit output is referred to as an n-bit hash function.

Popular hash functions generate values between 160 and 512 bits.

 Efficiency of Operation

o Generally for any hash function h with input x, computation of h(x) is a fast

operation.

o Computationally  hash  functions  are  much  faster  than  a  symmetric

encryption.

Properties of Hash Functions

                    In order to be an effective cryptographic tool, the hash function is desired

to   

                    possess following properties −

 Pre-Image Resistance

o This property means that it should be computationally hard to reverse a

hash function.

o In  other  words,  if  a  hash function h produced a hash value z,  then it

should be a difficult process to find any input value x that hashes to z.

o This property protects against an attacker who only has a hash value and

is trying to find the input.

 Second Pre-Image Resistance

o This property means given an input and its hash, it should be hard to find

a different input with the same hash.

o In other words, if a hash function h for an input x produces hash value

h(x), then it should be difficult to find any other input value y such that h(y)

= h(x).



o This property of hash function protects against an attacker who has an

input  value  and  its  hash,  and  wants  to  substitute  different  value  as

legitimate value in place of original input value.

 Collision Resistance

o This property means it should be hard to find two different inputs of any

length that result in the same hash. This property is also referred to as

collision free hash function.

o In other words, for a hash function h, it is hard to find any two different

inputs x and y such that h(x) = h(y).

o Since, hash function is compressing function with fixed hash length, it is

impossible  for  a  hash function  not  to  have collisions.  This  property  of

collision free only confirms that these collisions should be hard to find.

o This property makes it very difficult for an attacker to find two input values

with the same hash.

o Also, if a hash function is collision-resistant then it is second pre-image

resistant.

Design of Hashing Algorithms

At the heart of a hashing is a mathematical function that operates on two fixed-size

blocks of data to create a hash code. This hash function forms the part of the hashing

algorithm.

The size of each data block varies depending on the algorithm. Typically the block

sizes are from 128 bits to 512 bits. The following illustration demonstrates hash function

−



Hashing algorithm involves rounds of above hash function like a block cipher. Each

round takes an input of a fixed size, typically a combination of the most recent message

block and the output of the last round.

This  process  is  repeated  for  as  many  rounds  as  are  required  to  hash  the  entire

message. Schematic of hashing algorithm is depicted in the following illustration −

Since, the hash value of first message block becomes an input to the second hash

operation, output of which alters the result of the third operation, and so on. This effect,

known as an avalanche effect of hashing.

Avalanche effect results in substantially different hash values for two messages that

differ by even a single bit of data.

Understand the difference between hash function and algorithm correctly. The hash

function generates a hash code by operating on two blocks of fixed-length binary data.

Hashing  algorithm  is  a  process  for  using  the  hash  function,  specifying  how  the

message will  be broken up and how the results from previous message blocks are

chained together.



Popular Hash Functions

Let us briefly see some popular hash functions −

Message Digest (MD)

MD5 was most popular and widely used hash function for quite some years.

 The MD family comprises of hash functions MD2, MD4, MD5 and MD6. It was

adopted as Internet Standard RFC 1321. It is a 128-bit hash function.

 MD5 digests have been widely used in the software world to provide assurance

about integrity of transferred file. For example, file servers often provide a pre-

computed  MD5  checksum  for  the  files,  so  that  a  user  can  compare  the

checksum of the downloaded file to it.

 In 2004, collisions were found in MD5. An analytical attack was reported to be

successful  only  in  an  hour  by  using  computer  cluster.  This  collision  attack

resulted in compromised MD5 and hence it is no longer recommended for use.

Secure Hash Function (SHA)

Family of SHA comprise of four SHA algorithms; SHA-0, SHA-1, SHA-2, and SHA-3.

Though from same family, there are structurally different.

 The original version is SHA-0, a 160-bit hash function, was published by the

National  Institute  of  Standards  and  Technology  (NIST)  in  1993.  It  had  few

weaknesses  and  did  not  become  very  popular.  Later  in  1995,  SHA-1  was

designed to correct alleged weaknesses of SHA-0.

 SHA-1 is the most widely used of the existing SHA hash functions. It is employed

in several widely used applications and protocols including Secure Socket Layer

(SSL) security.

 In 2005, a method was found for uncovering collisions for SHA-1 within practical

time frame making long-term employability of SHA-1 doubtful.



 SHA-2 family has four further SHA variants, SHA-224, SHA-256, SHA-384, and

SHA-512 depending up on number of bits in their hash value. No successful

attacks have yet been reported on SHA-2 hash function.

 Though SHA-2 is a strong hash function. Though significantly different, its basic

design is still follows design of SHA-1. Hence, NIST called for new competitive

hash function designs.

 In  October  2012,  the  NIST  chose  the  Keccak  algorithm as  the  new  SHA-3

standard. Keccak offers many benefits, such as efficient performance and good

resistance for attacks.

RIPEMD

The RIPEND is an acronym for RACE Integrity Primitives Evaluation Message Digest.

This set of hash functions was designed by open research community and generally

known as a family of European hash functions.

 The set  includes RIPEND, RIPEMD-128,  and RIPEMD-160.  There also exist

256, and 320-bit versions of this algorithm.

 Original RIPEMD (128 bit) is based upon the design principles used in MD4 and

found to provide questionable security. RIPEMD 128-bit version came as a quick

fix replacement to overcome vulnerabilities on the original RIPEMD.

 RIPEMD-160 is an improved version and the most widely used version in the

family. The 256 and 320-bit versions reduce the chance of accidental collision,

but  do  not  have higher  levels  of  security  as  compared to  RIPEMD-128 and

RIPEMD-160 respectively.

Whirlpool

of hash function based on its cryptographic properties.

Password Storage This is a 512-bit hash function.

 It is derived from the modified version of Advanced Encryption Standard (AES).

One of the designer was Vincent Rijmen, a co-creator of the AES.



 Three  versions  of  Whirlpool  have  been  released;  namely  WHIRLPOOL-0,

WHIRLPOOL-T, and WHIRLPOOL.

Applications of Hash Functions

There are two direct applications

Hash functions provide protection to password storage.

 Instead of storing password in clear, mostly all logon processes store the hash

values of passwords in the file.

 The Password file consists of a table of pairs which are in the form (user id,

h(P)).

 The process of logon is depicted in the following illustration −

 An intruder can only see the hashes of passwords, even if he accessed the

password.  He  can  neither  logon  using  hash  nor  can  he  derive  the



password from hash value since hash function possesses the property of

pre-image resistance.

Data Integrity Check

Data integrity check is a most common application of the hash functions. It is

used  to  generate  the  checksums  on  data  files.  This  application  provides

assurance to the user about correctness of the data.

The process is depicted in the following illustration −

The  integrity  check  helps  the  user  to  detect  any  changes  made to  original  file.  It

however, does not provide any assurance about originality. The attacker, instead of

modifying file data, can change the entire file and compute all together new hash and

send to the receiver. This integrity check application is useful only if the user is sure

about the originality of file.

Message Authentication

Another type of threat that exist for data is the lack of message authentication. In this

threat, the user is not sure about the originator of the message. Message authentication

can be provided using the cryptographic techniques that use secret keys as done in

case of encryption.

Message Authentication Code (MAC)



MAC  algorithm  is  a  symmetric  key  cryptographic  technique  to  provide  message

authentication.  For  establishing  MAC  process,  the  sender  and  receiver  share  a

symmetric key K.

Essentially, a MAC is an encrypted checksum generated on the underlying message

that is sent along with a message to ensure message authentication.

The process of using MAC for authentication is depicted in the following illustration −

Let us now try to understand the entire process in detail −

 The sender uses some publicly known MAC algorithm, inputs the message and

the secret key K and produces a MAC value.

 Similar to hash, MAC function also compresses an arbitrary long input into a

fixed length output. The major difference between hash and MAC is that MAC

uses secret key during the compression.

 The sender forwards the message along with the MAC. Here, we assume that

the message is sent in the clear, as we are concerned of providing message

origin  authentication,  not  confidentiality.  If  confidentiality  is  required  then  the

message needs encryption.

 On  receipt  of  the  message  and  the  MAC,  the  receiver  feeds  the  received

message and the shared secret key K into the MAC algorithm and re-computes

the MAC value.



 The  receiver  now  checks  equality  of  freshly  computed  MAC  with  the  MAC

received from the sender. If they match, then the receiver accepts the message

and assures himself that the message has been sent by the intended sender.

 If the computed MAC does not match the MAC sent by the sender, the receiver

cannot determine whether it is the message that has been altered or it is the

origin that has been falsified. As a bottom-line, a receiver safely assumes that

the message is not the genuine.

Limitations of MAC

There are two major limitations of MAC, both due to its symmetric nature of operation −

 Establishment of Shared Secret.

o It  can  provide  message  authentication  among  pre-decided  legitimate

users who have shared key.

o This requires establishment of shared secret prior to use of MAC.

 Inability to Provide Non-Repudiation

o Non-repudiation is the assurance that a message originator cannot deny

any previously sent messages and commitments or actions.

o MAC technique does not provide a non-repudiation service. If the sender

and receiver get involved in a dispute over message origination, MACs

cannot provide a proof that a message was indeed sent by the sender.

o Though  no  third  party  can  compute  the  MAC,  still  sender  could  deny

having sent the message and claim that the receiver forged it,  as it  is

impossible to determine which of the two parties computed the MAC.

Digital Signatures:

Both these limitations can be overcome by using the public key based digital signatures

discussed in following section.



Digital  signatures  are  the  public-key  primitives  of  message  authentication.  In  the

physical world, it  is common to use handwritten signatures on handwritten or typed

messages. They are used to bind signatory to the message.

Similarly, a digital signature is a technique that binds a person/entity to the digital data.

This binding can be independently verified by receiver as well as any third party.

Digital signature is a cryptographic value that is calculated from the data and a secret

key known only by the signer.

In real world, the receiver of message needs assurance that the message belongs to

the sender and he should not be able to repudiate the origination of that message. This

requirement is very crucial in business applications, since likelihood of a dispute over

exchanged data is very high.

Model of Digital Signature

As mentioned earlier, the digital signature scheme is based on public key cryptography.

The model of digital signature scheme is depicted in the following illustration −

The following points explain the entire process in detail −

 Each person adopting this scheme has a public-private key pair.



 Generally, the key pairs used for encryption/decryption and signing/verifying are

different. The private key used for signing is referred to as the signature key and

the public key as the verification key.

 Signer feeds data to the hash function and generates hash of data.

 Hash value and signature key are then fed to  the signature algorithm which

produces the digital signature on given hash. Signature is appended to the data

and then both are sent to the verifier.

 Verifier feeds the digital signature and the verification key into the verification

algorithm. The verification algorithm gives some value as output.

 Verifier also runs same hash function on received data to generate hash value.

 For  verification,  this  hash  value  and  output  of  verification  algorithm  are

compared. Based on the comparison result, verifier decides whether the digital

signature is valid.

 Since digital signature is created by ‘private’ key of signer and no one else can

have this key; the signer cannot repudiate signing the data in future.

It should be noticed that instead of signing data directly by signing algorithm, usually a

hash of data is created. Since the hash of data is a unique representation of data, it is

sufficient to sign the hash in place of data. The most important reason of using hash

instead of data directly for signing is efficiency of the scheme.

Let  us  assume RSA is  used as  the  signing  algorithm.  As discussed  in  public  key

encryption  chapter,  the  encryption/signing  process  using  RSA  involves  modular

exponentiation.

Signing large data through modular exponentiation is computationally expensive and

time  consuming.  The  hash  of  the  data  is  a  relatively  small  digest  of  the  data,

hence signing a hash is more efficient than signing the entire data.

Importance of Digital Signature



Out of all cryptographic primitives, the digital signature using public key cryptography is

considered as very important and useful tool to achieve information security.

Apart  from ability  to  provide  non-repudiation  of  message,  the  digital  signature  also

provides  message  authentication  and  data  integrity.  Let  us  briefly  see  how  this  is

achieved by the digital signature −

 Message  authentication −  When  the  verifier  validates  the  digital  signature

using public key of a sender, he is assured that signature has been created only

by sender who possess the corresponding secret private key and no one else.

 Data Integrity − In case an attacker has access to the data and modifies it, the

digital signature verification at receiver end fails. The hash of modified data and

the output provided by the verification algorithm will not match. Hence, receiver

can safely deny the message assuming that data integrity has been breached.

 Non-repudiation − Since it is assumed that only the signer has the knowledge

of the signature key, he can only create unique signature on a given data. Thus

the  receiver  can  present  data  and  the  digital  signature  to  a  third  party  as

evidence if any dispute arises in the future.

By  adding  public-key  encryption  to  digital  signature  scheme,  we  can  create  a

cryptosystem that can provide the four essential elements of security namely − Privacy,

Authentication, Integrity, and Non-repudiation.

Encryption with Digital Signature

In many digital communications, it is desirable to exchange an encrypted messages

than  plaintext  to  achieve  confidentiality.  In  public  key  encryption  scheme,  a  public

(encryption) key of sender is available in open domain, and hence anyone can spoof

his identity and send any encrypted message to the receiver.

This  makes  it  essential  for  users  employing  PKC  for  encryption  to  seek  digital

signatures along with encrypted data to be assured of message authentication and

non-repudiation.



This can archived by combining digital signatures with encryption scheme. Let us briefly

discuss  how  to  achieve  this  requirement.  There  are two  possibilities,  sign-then-

encrypt and encrypt-then-sign.

However, the crypto system based on sign-then-encrypt can be exploited by receiver to

spoof identity of sender and sent that data to third party. Hence, this method is not

preferred. The process of encrypt-then-sign is more reliable and widely adopted. This is

depicted in the following illustration −

The receiver after receiving the encrypted data and signature on it,  first verifies the

signature using sender’s public key. After ensuring the validity of the signature, he then

retrieves the data through decryption using his private key.

                                             



UNIT IV

NETWORK SECURITY

Network security is the security provided to a network from unauthorized access and

risks. It is the duty of network administrators to adopt preventive measures to protect

their networks from potential security threats.

Computer networks that are involved in regular transactions and communication within

the  government,  individuals,  or  business  require  security.  The  most  common  and

simple way of protecting a network resource is by assigning it a unique name and a

corresponding password.

Types of Network Security Devices

Active Devices

These security devices block the surplus traffic. Firewalls, antivirus scanning devices,

and content filtering devices are the examples of such devices.

Passive Devices

These devices identify and report on unwanted traffic, for example, intrusion detection

appliances.

Preventative Devices

These devices scan the networks and identify potential security problems. For example,

penetration testing devices and vulnerability assessment appliances.

Unified Threat Management (UTM)

These devices serve as all-in-one security devices. Examples include firewalls, content

filtering, web caching, etc.



Firewalls

A firewall is a network security system that manages and regulates the network traffic

based on some protocols. A firewall establishes a barrier between a trusted internal

network and the internet.

Firewalls exist both as software that run on a hardware and as hardware appliances.

Firewalls that are hardware-based also provide other functions like acting as a DHCP

server for that network.

Most personal computers use software-based firewalls to secure data from threats from

the  internet.  Many  routers  that  pass  data  between  networks  contain  firewall

components and conversely, many firewalls can perform basic routing functions.

Firewalls are commonly used in private networks or intranets to prevent unauthorized

access from the internet. Every message entering or leaving the intranet goes through

the firewall to be examined for security measures.

An ideal firewall configuration consists of both hardware and software based devices. A

firewall  also helps in  providing remote  access to  a private  network  through secure

authentication certificates and logins.

Hardware and Software Firewalls

Hardware  firewalls  are  standalone  products.  These  are  also  found  in  broadband

routers. Most hardware firewalls provide a minimum of four network ports to connect

other  computers.  For  larger  networks  −  e.g.,  for  business  purpose  −  business

networking firewall solutions are available.

Software firewalls are installed on your computers. A software firewall  protects your

computer from internet threats.

Antivirus

An antivirus is a tool  that is used to detect and remove malicious software. It  was

originally designed to detect and remove viruses from computers.



Modern antivirus software provide protection not only from virus, but also from worms,

Trojan-horses,  adwares,  spywares,  keyloggers,  etc.  Some  products  also  provide

protection from malicious URLs, spam, phishing attacks, botnets, DDoS attacks, etc.

Content Filtering

Content filtering devices screen unpleasant and offensive emails or webpages. These

are used as a part of firewalls in corporations as well as in personal computers. These

devices generate the message "Access Denied" when someone tries to access any

unauthorized web page or email.

Content is usually screened for pornographic content and also for violence- or hate-

oriented content. Organizations also exclude shopping and job related contents.

Content filtering can be divided into the following categories −

 Web filtering

 Screening of Web sites or pages

 E-mail filtering

 Screening of e-mail for spam

 Other objectionable content

Intrusion Detection Systems

Intrusion  Detection  Systems,  also  known  as  Intrusion  Detection  and  Prevention

Systems,  are  the  appliances  that  monitor  malicious  activities  in  a  network,  log

information about such activities, take steps to stop them, and finally report them.

Intrusion detection systems help in sending an alarm against any malicious activity in

the network, drop the packets, and reset the connection to save the IP address from

any blockage. Intrusion detection systems can also perform the following actions −

 Correct Cyclic Redundancy Check (CRC) errors

 Prevent TCP sequencing issues

 Clean up unwanted transport and network layer options



  Various business services are now offered online though client-server applications. 

The most popular forms are web application and e-mail. In both applications, the client 

communicates to the designated server and obtains services.

While using a service from any server application, the client and server exchange a lot

of information on the underlying intranet or Internet. We are aware of fact that these

information transactions are vulnerable to various attacks.

Network security entails securing data against attacks while it is in transit on a network.

To achieve this  goal,  many real-time security  protocols  have been designed.  Such

protocol needs to provide at least the following primary objectives −

 The parties can negotiate interactively to authenticate each other.

 Establish a secret session key before exchanging information on network.

 Exchange the information in encrypted form.

Interestingly, these protocols work at different layers of networking model. For example,

S/MIME protocol  works  at  Application  layer,  SSL protocol  is  developed  to  work  at

transport layer, and IPsec protocol works at Network layer.

In  this chapter,  we will  discuss different  processes for  achieving security  for  e-mail

communication and associated security  protocols.  The method for  securing DNS is

covered subsequently. In the later chapters, the protocols to achieve web security will

be described.



E-mail Security

Nowadays,  e-mail  has  become  very  widely  used  network  application.  Let’s  briefly

discuss  the  e-mail  infrastructure  before  proceeding  to  know  about  e-mail  security

protocols.

E-mail Infrastructure

The simplest way of sending an e-mail would be sending a message directly from the

sender’s machine to the recipient’s machine. In this case, it is essential for both the

machines  to  be  running  on  the  network  simultaneously.  However,  this  setup  is

impractical as users may occasionally connect their machines to the network.

Hence, the concept of setting up e-mail servers arrived. In this setup, the mail is sent to

a  mail  server  which is  permanently  available  on the  network.  When the recipient’s

machine connects to the network, it reads the mail from the mail server.

In general, the e-mail infrastructure consists of a mesh of mail servers, also termed

as Message Transfer Agents (MTAs) and client machines running an e-mail program

comprising of User Agent (UA) and local MTA.

Typically, an e-mail message gets forwarded from its UA, goes through the mesh of

MTAs and finally reaches the UA on the recipient’s machine.

The protocols used for e-mail are as follows −

 Simple mail Transfer Protocol (SMTP) used for forwarding e-mail messages.

 Post Office Protocol (POP) and Internet Message Access Protocol (IMAP) are

used to retrieve the messages by recipient from the server.



MIME

Basic Internet e-mail standard was written in 1982 and it describes the format of e-mail

message exchanged on the Internet. It mainly supports e-mail message written as text

in basic Roman alphabet.

By  1992,  the  need  was  felt  to  improve  the  same.  Hence,  an  additional

standard Multipurpose  Internet  Mail  Extensions (MIME)  was  defined.  It  is  a  set  of

extensions to the basic Internet E-mail standard. MIME provides an ability to send e-

mail using characters other than those of the basic Roman alphabet such as Cyrillic

alphabet (used in Russian), the Greek alphabet, or even the ideographic characters of

Chinese.

Another need fulfilled by MIME is to send non-text contents, such as images or video

clips. Due to this features, the MIME standard became widely adopted with SMTP for e-

mail communication.

E-Mail Security Services

Growing use of e-mail communication for important and crucial transactions demands

provision of certain fundamental security services as the following −

 Confidentiality −  E-mail  message  should  not  be  read  by  anyone  but  the

intended recipient.

 Authentication − E-mail recipient can be sure of the identity of the sender.

 Integrity − Assurance to the recipient that the e-mail  message has not been

altered since it was transmitted by the sender.

 Non-repudiation −  E-mail  recipient  is  able to  prove to  a  third  party  that  the

sender really did send the message.

 Proof of submission − E-mail sender gets the confirmation that the message is

handed to the mail delivery system.



 Proof of delivery − Sender gets a confirmation that the recipient received the

message.

Security  services  such  as  privacy,  authentication,  message  integrity,  and  non-

repudiation are usually provided by using public key cryptography.

Typically, there are three different scenarios of e-mail communication. We will discuss

the methods of achieving above security services in these scenarios.

One-to-One E-mail

In this scenario, the sender sends an e-mail message to only one recipient. Usually, not

more than two MTA are involved in the communication.

Let’s assume a sender wants to send a confidential e-mail to a recipient. The provision

of privacy in this case is achieved as follows −

 The sender and receiver have their private-public keys as (SPVT, SPUB) and (RPVT,

RPUB) respectively.

 The sender generates a secret symmetric key, KS for  encryption. Though the

sender could have used RPUB for encryption, a symmetric key is used to achieve

faster encryption and decryption.

 The sender encrypts message with key KS and also encrypts KS with public key

of the recipient, RPUB.

 The sender sends encrypted message and encrypted KS to the recipient.



 The recipient first  obtains KS by decrypting encoded KS using his private key,

RPVT.

 The recipient then decrypts message using the symmetric key, KS.

If message integrity, authentication, and non-repudiation services are also needed in

this scenario, the following steps are added to the above process.

 The sender produces hash of message and digitally signs this hash with his

private key, SPVT.

 The sender sends this signed hash to the recipient along with other components.

 The recipient  uses public  key SPUB and extracts the hash received under  the

sender’s signature.

 The recipient then hashes the decrypted message and now compares the two

hash values. If they match, message integrity is considered to be achieved.



 Also,  the  recipient  is  sure  that  the  message  is  sent  by  the  sender

(authentication). And lastly, the sender cannot deny that he did not send the

message (non-repudiation).

One-to-Multiple Recipients E-mail

In this scenario, the sender sends an e-mail message to two or more recipients. The list

is managed by the sender’s e-mail program (UA + local MTA). All recipients get the

same message.

Let’s assume, the sender wants to send confidential e-mail to many recipients (say R1,

R2, and R3). The provision of privacy in this case is achieved as follows −

 The sender and all recipients have their own pair of private-public keys.

 The sender generates a secret symmetric key, Ks and encrypts the message

with this key.

 The sender then encrypts KS multiple times with public keys of R1, R2, and R3,

getting R1PUB(KS), R2PUB(KS), and R3PUB(KS).

 The sender sends encrypted message and corresponding encrypted KS to the

recipient.  For  example,  recipient  1  (R1)  receives  encrypted  message  and

R1PUB(KS).

 Each recipient first extracts key KS by decrypting encoded KS using his private

key.

 Each recipient then decrypts the message using the symmetric key, KS.



For providing the message integrity, authentication, and non-repudiation, the steps to

be followed are similar to the steps mentioned above in one-to-one e-mail scenario.

One-to-Distribution List E-mail

In this scenario, the sender sends an e-mail message to two or more recipients but the

list of recipients is not managed locally by the sender.  Generally,  the e-mail  server

(MTA) maintains the mailing list.

The sender sends a mail to the MTA managing the mailing list and then the mail is

exploded by MTA to all recipients in the list.

In this case, when the sender wants to send a confidential e-mail to the recipients of the

mailing list (say R1, R2, and R3); the privacy is ensured as follows −

 The sender and all  recipients have their own pair of private-public keys. The

Exploder Server has a pair  of private-public key for each mailing list  (ListPUB,

ListPVT) maintained by it.

 The sender generates a secret symmetric key Ks and then encrypts the message

with this key.

 The sender then encrypts KS with the public key associated with the list, obtains

ListPUB(KS).

 The  sender  sends  encrypted  message  and  ListPUB(KS).  The  exploder  MTA

decrypts ListPUB(KS) using ListPVT and obtains KS.

 The exploder encrypts KS with as many public keys as there are members in the

list.



 The  Exploder  forwards  the  received  encrypted  message  and  corresponding

encrypted KS to all recipients in the list. For example, the Exploder forwards the

encrypted message and R1PUB(KS) to recipient 1 and so on.

For providing the message integrity, authentication, and non-repudiation the steps to be

followed are similar as given in case of one-to-one e-mail scenario.

Interestingly, the e-mail program employing above security method for securing e-mail

is expected to work for all the possible scenarios discussed above. Most of the above

security  mechanisms for e-mail  are provided by two popular schemes,  Pretty  Good

Privacy (PGP) and S/MIME. We discuss both in the following sections.

PGP

Pretty Good Privacy (PGP) is an e-mail encryption scheme. It has become the de-

facto standard for providing security services for e-mail communication.

As discussed above,  it  uses public  key  cryptography,  symmetric  key  cryptography,

hash function, and digital signature. It provides −

 Privacy

 Sender Authentication

 Message Integrity

 Non-repudiation

Along  with  these  security  services,  it  also  provides  data  compression  and  key

management support. PGP uses existing cryptographic algorithms such as RSA, IDEA,

MD5, etc., rather than inventing the new ones.



Working of PGP

 Hash of the message is calculated. (MD5 algorithm)

 Resultant  128  bit  hash  is  signed  using  the  private  key  of  the  sender  (RSA

Algorithm).

 The digital signature is concatenated to message, and the result is compressed.

 A 128-bit symmetric key, KS is generated and used to encrypt the compressed

message with IDEA.

 KS is encrypted using the public key of the recipient using RSA algorithm and the

result is appended to the encrypted message.

The format of PGP message is shown in the following diagram. The IDs indicate which

key is used to encrypt KS and which key is to be used to verify the signature on the

hash.



In  PGP scheme, a message in  signed and encrypted,  and then MIME is  encoded

before transmission.

PGP Certificate

PGP key certificate is normally established through a chain of trust. For example, A’s

public key is signed by B using his public key and B’s public key is signed by C using

his public key. As this process goes on, it establishes a web of trust.

In a PGP environment, any user can act as a certifying authority. Any PGP user can

certify  another  PGP user's  public  key.  However,  such  a  certificate  is  only  valid  to

another user if the user recognizes the certifier as a trusted introducer.

Several issues exist with such a certification method. It may be difficult to find a chain

leading from a  known and trusted public  key  to  desired  key.  Also,  there  might  be

multiple chains which can lead to different keys for desired user.

PGP can also use the PKI infrastructure with certification authority and public keys can

be certified by CA (X.509 certificate).



S / MIME

S/MIME stands for Secure Multipurpose Internet Mail Extension. S/MIME is a secure e-

mail standard. It is based on an earlier non-secure e-mailing standard called MIME.

Working of S/MIME

S/MIME approach is similar to PGP. It also uses public key cryptography, symmetric

key cryptography,  hash functions,  and digital  signatures.  It  provides similar  security

services as PGP for e-mail communication.

The most common symmetric ciphers used in S/MIME are RC2 and TripleDES. The

usual public key method is RSA, and the hashing algorithm is SHA-1 or MD5.

S/MIME specifies the additional MIME type, such as “application/pkcs7-mime”, for data

enveloping after encrypting. The whole MIME entity is encrypted and packed into an

object. S/MIME has standardized cryptographic message formats (different from PGP).

In fact, MIME is extended with some keywords to identify the encrypted and/or signed

parts in the message.

S/MIME  relies  on  X.509  certificates  for  public  key  distribution.  It  needs  top-down

hierarchical PKI for certification support.

Employability of S/MIME

Due to the requirement of a certificate from certification authority for implementation,

not all users can take advantage of S/MIME, as some may wish to encrypt a message,

with a public/private key pair. For example, without the involvement or administrative

overhead of certificates.

In  practice,  although  most  e-mailing  applications  implement  S/MIME,  the  certificate

enrollment process is complex. Instead PGP support usually requires adding a plug-in

and that plug-in comes with all that is needed to manage keys. The Web of Trust is not

really used. People exchange their public keys over another medium. Once obtained,

they keep a copy of public keys of those with whom e-mails are usually exchanged.



Implementation layer in network architecture for PGP and S/MIME schemes is shown in

the following image. Both these schemes provide application level security of for e-mail

communication.

One of the schemes, either PGP or S/MIME, is used depending on the environment. A

secure e-email communication in a captive network can be provided by adapting to

PGP. For e-mail security over Internet, where mails are exchanged with new unknown

users very often, S/MIME is considered as a good option.

DNS Security

In the first chapter, we have mentioned that an attacker can use DNS Cache Poisoning

to  carry  out  an  attack  on  the  target  user. Domain  Name  System  Security

Extensions (DNSSEC) is an Internet standard that can foil such attacks.

Vulnerability of Standard DNS

In a standard DNS scheme, whenever the user wants to connect to any domain name,

his computer contacts the DNS server and looks up the associated IP address for that

domain name. Once IP address is obtained, the computer then connects to that IP

address.

In this scheme, there is no verification process involved at all. A computer asks its DNS

server for the address associated with a website, the DNS server responds with an IP

address,  and  your  computer  undoubtedly  accepts  it  as  legitimate  response  and

connects to that website.



A DNS lookup actually happens in several stages. For example, when a computer asks

for “www.tutorialspoint.com”, a DNS lookup is performed in several stages −

 The computer first  asks the local  DNS server (ISP provided).  If  ISP has this

name in its cache, it responds else forwards the query to “root zone directory”

where it can find “.com.” and root zone replies.

 Based on the reply, the computer then asks the “.com” directory where it can find

“tutorialspoint.com.”

 Based on the information received, the computer inquires “tutorialspoint.com”

where it can find www. tutorialspoint.com.

DNSSEC Defined

DNS  lookup,  when  performed  using  DNSSEC,  involves  signing  of  replies  by  the

responding entity. DNSSEC is based on public-key cryptography.

In DNSSEC standard, every DNS zone has a public/private key pair. All  information

sent by a DNS server is signed with the originating zone’s private key for ensuring



authenticity. DNS clients need to know the zone’s public keys to check the signatures.

Clients may be preconfigured with the public keys of all the top-level domains, or root

DNS.

With DNSSEC, the lookup process goes as follows −

 When your computer goes to ask the root zone where it can find .com, the reply

is signed by the root zone server.

 Computer  checks  the  root  zone’s  signing  key  and  confirms  that  it  is  the

legitimate root zone with true information.

 In the reply, the root zone provides the information on the signing key of .com

zone server and its location, allowing the computer to contact the .com directory

and ensuring it is legitimate.

 The  .com  directory  then  provides  the  signing  key  and  information  for

tutorialspoint.com,  allowing  it  to  contact  google.com  and  verify  that  you  are

connected to the real tutorialspoint.com, as confirmed by the zones above it.

 The information sent is in the form of Resource Record Set (RRSets). The example of RRSet for

domain “tutorialspoint.com” in top-level “.com” server is shown in the following table.

Domain Name Time  to

live

Type Value

tutorialspoint.com 86400 NS dns.tutorialspoint.com

dns.tutorialspoint.com 86400 A 36..1.2.3

tutorialspoint.com 86400 KEY 3682793A7B73F731029CE2737D...

tutorialspoint.com 86400 SIG 86947503A8B848F5272E53930C...

 The KEY record is a public key of “tutorialspoint.com”.



 The SIG record is the top-level .com server's signed hash of the fields NS, A,

and KEY records to verify their authenticity. Its value is Kcompvt(H(NS,A,KEY)).

Thus, it is considered that when DNSSEC is fully rolled out, the user’s computer is able

to  confirm  that  DNS  responses  are  legitimate  and  true,  and  avoid  DNS  attacks

launched through DNS cache poisoning.

Summary

The process of securing e-mails ensures the end-to-end security of the communication.

It provides security services of confidentiality, sender authentication, message integrity,

and non-repudiation.

Two schemes have been developed for e-mail security: PGP and S/MIME. Both these

schemes use secret-key and public-key cryptography.

Standard  DNS  lookup  is  vulnerable  to  the  attacks  such  as  DNS  spoofing/cache

poisoning. Securing DNS lookup is feasible through the use of DNSSEC which employs

the public-key cryptography.

Secure Socket Layer

The SSL protocol was originally developed by Netscape, to ensure security of data

transported  and  routed  through  HTTP,  LDAP  or  POP3  application  layers.  SSL  is

designed to make use of TCP as a communication layer to provide a reliable end-to-

end  secure  and  authenticated  connection  between  two  points  over  a  network  (for

example between the service client and the server). Notwithstanding this SSL can be

used for protection of data in transit in situations related to any network service, it is

used mostly  in  HTTP server  and client  applications.  Today,  almost  each available

HTTP server can support an SSL session, whilst IE or Netscape Navigator browsers

are provided with SSL-enabled client software.



Figure  1  SSL  between  application  protocols  and  TCP/IP

 

SSL objectives and architecture

Which problems does SSL target? The main objectives for SSL are:

 Authenticating the client and server to each other: the SSL protocol supports the

use  of  standard  key  cryptographic  techniques  (public  key  encryption)  to

authenticate the communicating parties to each other. Though the most frequent

application  consists  in  authenticating  the  service  client  on  the  basis  of  a

certificate, SSL may also use the same methods to authenticate the client.

 Ensuring data integrity: during a session, data cannot be either intentionally or

unintentionally tampered with.

 Securing data privacy: data in transport between the client and the server must

be protected from interception and be readable only by the intended recipient.

This prerequisite is necessary for both the data associated with the protocol itself

(securing traffic during negotiations) and the application data that is sent during

the session itself. SSL is in fact not a single protocol but rather a set of protocols

that can additionally be further divided in two layers:

1. the protocol to ensure data security and integrity: this layer is composed of the

SSL Record Protocol,

2. the protocols that are designed to establish an SSL connection: three protocols 

are used in  this layer:  the SSL Handshake Protocol,  the SSL ChangeCipher

SpecPprotocol and the SSL Alert Protocol.



The SSL protocol stack is illustrated in Figure 2.

Figure 2  The SSL protocol stack

SSL uses these protocols to address the tasks as described above. The SSL record

protocol is responsible for data encryption and integrity. As can be seen in Figure 2, it

is also used to encapsulate data sent by other SSL protocols, and therefore, it is also

involved in the tasks associated with the SSL check data. The other three protocols

cover the areas of session management, cryptographic parameter management and

transfer of SSL messages between the client and the server. Prior to going into a more

detailed discussion of the role of individual protocols and their functions let us describe

two  fundamental  concepts  related  to  the  use  of  SSL.

 

SSL session and connection

The concepts as mentioned above are fundamental for a connection between the client

and the server, and they also encompass a series of attributes. Let's try to give some

more details:

 connection: this is a logical client/server link, associated with the provision of a

suitable type of service. In SSL terms, it must be a peer-to-peer connection with

two network nodes.



 session: this is an association between a client and a server that defines a set of

parameters such as  algorithms used, session number etc. An SSL session is

created by the Handshake Protocol that allows parameters to be shared among

the connections made between the server and the client, and sessions are used

to  avoid  negotiation  of  new  parameters  for  each  connection.

This means that a single session is shared among multiple SSL connections

between the client and the server. In theory, it may also be possible that multiple

sessions  are  shared  by  a  single  connection,  but  this  feature  is  not  used  in

practice.  The  concepts  of  a  SSL  session  and  connection  involve  several

parameters that are used for SSL-enabled communication between the client

and  the  server.  During  the  negotiations  of  the  handshake  protocol,  the

encryption methods are established and a series of parameters of the Session

State are subsequently used within the session. A session state is defined by the

following parameters:

 session identifier:  this  is  an identifier  generated by  the server  to  identify  a

session with a chosen client,

 Peer certificate: X.509 certificate of the peer,

 compression method: a method used to compress data prior to encryption, 

 Algorithm  specification  termed  CipherSpec:  specifies  the  bulk  data

encryption algorithm (for example DES) and the hash algorithm (for example

MD5) used during the session,

 Master  secret:  48-byte  data  being  a  secret  shared  between  the  client  and

server,

 "is resumable":  this is a flag indicating whether the session can be used to

initiate  new  connections.

According  to  the  specification,  the  SSL  connection  state  is  defined  by  the

following parameters:

 Server  and  client  random:  random data  generated  by  both  the  client  and

server for each connection,



 Server write MAC secret: the secret key used for data written by the server, 

 Client write MAC secret: the secret used for data written by the client,

 Server write  key:  the bulk  cipher  key for  data encrypted by the server  and

decrypted by the client,

 Client  write  key:  the  bulk  cipher  key  for  data  encrypted  by  the  client  and

decrypted by the server,

 Sequence number: sequence numbers maintained separately by the server for

messages transmitted and received during the data session.

The abbreviation MAC used in the above definitions means Message Authentication

Code that is used for transmission of data during the SSL session. The role of MAC will

be explained further when discussing the record protocols. A brief description of the

terms  was  necessary  to  be  able  to  explain  the  next  issues  connected  with  the

functioning  of  the  SSL  protocol,  namely  the  SSL  record  protocol.

The SSL Record Protocol

The SSL record protocol involves using SSL in a secure manner and with message

integrity ensured. To this end it is used by upper layer SSL protocols. The purpose of

the SSL record protocol is to take an application message to be transmitted, fragment

the data which needs to be sent, encapsulate it with appropriate headers and create an

object just called a record, which is encrypted and can be forwarded for sending under

the TCP protocol. The first step in the preparation of transmission of the application

data consists in its fragmentation i.e. breaking up the data stream to be transmitted into

16Kb (or  smaller)  data fragments  followed by the process of  their  conversion in  a

record.  These  data  fragments  may  be  further  compressed,  although  the  SSL  3.0

protocol  specification  includes  no  compression  protocol,  thus  at  present,  no  data

compression  is  used.

At this moment, creation of the record is started for each data portion by adding a

header to it, possible information to complete the required data size and the MAC. The



record header that is added to each data portion contains two elementary pieces of

information, namely the length of the  record and the length of the data block added to

the  original  data.

In the next step, the record data constructed consists of the following elements:

           primary data,

 some padding to complete the datagram as required,

 MAC value.

MAC is  responsible  for  the  verification  of  integrity  of  the  message included in  the

transmitted  record.  It  is  the  result  of  a  hash  function  that  follows  a  specific  hash

algorithm,  for  example  MD5 or  SHA-1.  MAC is  determined  as  a  result  of  a  hash

function  that  receives  the  following  data:

MAC  =  Hash  function  [secret  key,  primary  data,  padding,  sequence  number].

A secret key in creation of MAC is either a client write MAC secret or a server write

MAC  secret  respectively,  it  depends  on  which  party  prepares  the  packet.  After

receiving  the  packet,  the  receiving  party  computes its  own value  of  the  MAC and

compares it with that received. If the two values match, this means that data has not

been  modified  during  the  transmission  over  the  network.  The  length  of  the  MAC

obtained in this way depends on the method uses for its computing. Next, the data plus

the MAC are encrypted using a preset symmetric encryption algorithm, for example

DES or triple DES. Both data and MAC are encrypted. This prepared data is attached

with the following header fields:

 Content type: identifies what payload is delivered by the packet to determine

which higher protocols are to be used for processing of data included in the

packet.  The  possible  values  are  change_cipher_spec,  alert,  handshake,  and

application_data that refer to the appropriate protocols.

 Major version : establishes the main portion of the protocol version to be used.

For SSL 3.0, the value is 3,

 Minor version  :  establishes the additional portion of the used version of the

protocol. For SSL 3.0 the value is 0.



With the addition of fields, the process of record preparation is completed. Afterwards,

the record is sent to the targeted point. The entire process of preparation of the packet

to be sent is illustrated in Figure 3.

Figure  3.  Creating  a  packet  under  SSL  record  protocol

 

The SSL Record protocol

The SSL record protocol is used to transfer any data within a session - both messages

and other  SSL protocols  (for  example  the  handshake protocol),  as well  as for  any

application data.

The Alert Protocol

The Alert Protocol is used by parties to convey session messages associated with data

exchange and functioning of the protocol. Each message in the alert protocol consists

of two bytes. The first  byte always takes a value, "warning" (1) or "fatal"  (2) ,  that



determines the severity of the message sent.  Sending a message having  a "fatal"

status by either party will result in an immediate termination of the SSL session. The

next byte of the message contains one of the defined error codes, which may occur

during an SSL communication session.

The ChangeCipher Spec protocol

This protocol is the simplest SSL protocol. It consists of a single message that carries

the value of 1. The sole purpose of this message is to cause the pending session state

to be established as a fixed state, which results, for example, in defining the used set

of protocols. This type of message must be sent by the client to the server and vice

versa.  After  exchange  of  messages,  the  session  state  is  considered  agreed.  This

message and any other SSL messages are transferred using the SSL record protocol.

The handshake protocol

The handshake protocol constitutes the most complex part of the SSL protocol. It is

used to initiate a session between the server and the client. Within the message of this

protocol, various components such as algorithms and keys used for data encryption

are negotiated. Due to  this protocol, it is possible to authenticate the parties to each

other  and  negotiate  appropriate  parameters  of  the  session  between  them.

The process of negotiations between the client and the server is illustrated in Figure 4.

It can be divided into 4 phases separated with horizontal broken lines. During the first

phase, a logical connection must be initiated between the client and the server followed

by  the  negotiation  on  the  connection  parameters.  The  client  sends  the  server  a

client_hello  message  containing  data  such  as:

 Version: The highest SSL version supported by the client,



 Random:  data  consisting  of  a  32-bit  timestamp  and  28  bytes  of  randomly

generated data. This data is used to protect the key exchange session between

the parties of the connection.

 Session ID: a number that defines the session identifier. A nonzero value of this

field  indicates that the client  wishes to  update the parameters of  an existing

connection  or establish a new connection on this session. A zero value in this

field indicates that the client wishes to establish a new connection.

 CipherSuite: a list of encryption algorithms and key exchange method supported

by  the  client.

The  server,  in  response  to  the  client_hello  message  sends  a  server_hello

message, containing the same set of fields as the client message, placing the

following data:

 Version: the lowest version number of the SSL protocol supported by the server,

 random data: the same fashion as used by the client, but the data generated is

completely independent,

 session ID: if the client field was nonzero, the same value is sent back; otherwise

the server's session ID field contains the value for a new session,

 CipherSuite : the server uses this field to send a single set of protocols selected

by the server from those proposed by the client. The first element of this field is a

chosen method of exchange of cryptographic keys between the client and the

server. The next element is the specification of encryption algorithms and hash

functions, which will  be used within the session being initiated, along with all

specific parameters.

The set of encryption algorithms and key exchange method sent in the CipherSuite

field establishes three components:

1. the method of key exchange between the server and client,

2. the encryption algorithm for data encryption purposes,



3. a function used for obtaining the MAC value.

The server begins the next phase of negotiations by sending its certificate to the client

for authentication. The message sent to the client contains one or a chain of X509

certificates.  These  are  necessary  for  authentication  of  both  the  server  and  the

certification path towards a trusted certification official of the certificating body for the

server. This step is not obligatory and may be omitted, if the negotiated method of key

exchange does not require sending the certificate (in the case of  anonymous Diffie-

Hellman method). Depending on the negotiated method of key exchange, the server

may send an additional server_key_exchange message, which is however not required

in the case when the fixed Diffie-Hellman method or RSA key exchange technique has

been negotiated. Moreover, the server can request a certificate from the client. The

final step of Phase 2 is the server_done message, which has no parameters and is

sent by the server merely to indicate the end of the server messages. After sending

this message, the server waits for a client response. Upon receipt of the message, the

client should verify the server's certificate, the certificate validation data and path, as

well  as any other parameters sent by the server in the server_hello message. The

client's verification consists of:

            Validation date check of the certificate and comparison with the current date, to

verify whether the certificate is still valid,

 checking  whether the certifying body is included in the list of trusted Certifying

Authorities in possession of the client. If the CA, which has issued the server's

certificate is not included in the CAs list,  the client attempts to verify the CA

signature. If no information about the CA can be obtained, the client terminates

the identification procedure by either returning the error signal or signalling the

problem for the user to solve it.

 Identifying the authenticity of  the public  key of the CA which has issued the

certificate: if the Certifying Authority is included in the client's list of trusted CAs,



the client checks the CA's public key stated in the server's certificate with the

public key available from the list. This procedure verifies the authenticity of the

certifying body.

 checking whether the domain name used in the certificate matches the server

name shown in the server's certificate.

Upon successful completion of all steps the server is considered authenticated. If all

parameters are matched and the server's certificate correctly verified, the client sends

the server  one or  multiple  messages.  Next  is  the  client__key_exchange message,

which must be sent to deliver the keys. The content of this message depends on the

negotiated method of key exchange.  Moreover,  at  the server's  request,  the client's

certificate is sent along with the message enabling verification of the certificate. This

procedure  ends  Phase  3  of  negotiations.

Phase 4 is to confirm the messages so far received and to verify whether the pending

data is correct. The client sends a change_cipher_spec message (in accordance with

the pending  SSL ChangeCipher Spec), and then sets up the pending  set of algorithm

parameters  and  keys  into  the  current  set  of  the  same.  Then  the  client  sends the

finished message, which is first protected with just  negotiated algorithms, keys and

secrets. This is to confirm that the negotiated parameters and data are correct. The

server in response to the client sends the same message sequence. If  the finished

message  is  correctly  read  by  either  party  this  confirms  that  the  transmitted  data,

negotiated algorithms and the session key are correct. This indicates that the session

has been terminated and that it is possible to send the application data between the

server and the client, via SSL. At this point the TCP session between the client and the

server  is  closed,  however  a  session  state  is  maintained,  allowing  it  to  resume

communications  within  the  session  using  the  retained  parameters.

It is worth noticing that both Phases 2 and 3 are used by both parties to verify the

authenticity  of  the server's  certificate and possibly  the client's  certificate during the

handshake step. If the server cannot be successfully authenticated by the client on the

basis of the delivered certificate, the handshake terminates and the client will generate

an  error  message.  The  same  will  occur  at  the  server  if  the  client's  certificate



authenticity  cannot  be  confirmed.

Figure 4 Establishing the SSL session between the client and the server (red coloured

- messages that are non-mandatory).

TRANSPORT LAYER SECURITY

Network security entails securing data against attacks while it is in transit on a network.

To achieve this goal, many real-time security protocols have been designed. There are

popular standards for real-time network security protocols such as S/MIME, SSL/TLS,

SSH,  and  IPsec.  As  mentioned  earlier,  these  protocols  work  at  different  layers  of

networking model.

In the last chapter, we discussed some popular protocols that are designed to provide

application layer  security.  In  this  chapter,  we will  discuss the process of  achieving

network security at Transport Layer and associated security protocols.

For  TCP/IP  protocol  based  network,  physical  and  data  link  layers  are  typically

implemented in the user terminal and network card hardware. TCP and IP layers are

implemented in the operating system. Anything above TCP/IP is implemented as user

process.

Need for Transport Layer Security

Let's discuss a typical Internet-based business transaction.

Bob visits Alice’s website for selling goods. In a form on the website, Bob enters the

type of good and quantity desired, his address and payment card details. Bob clicks on

Submit and waits for delivery of goods with debit of price amount from his account. All

this  sounds  good,  but  in  absence  of  network  security,  Bob  could  be  in  for  a  few

surprises.

 If transactions did not use confidentiality (encryption), an attacker could obtain

his payment card information. The attacker can then make purchases at Bob's

expense.



 If  no data integrity measure is used, an attacker could modify Bob's order in

terms of type or quantity of goods.

 Lastly, if no server authentication is used, a server could display Alice's famous

logo but the site could be a malicious site maintained by an attacker, who is

masquerading as Alice. After receiving Bob's order, he could take Bob's money

and flee. Or he could carry out an identity theft by collecting Bob's name and

credit card details.

Transport layer security schemes can address these problems by enhancing TCP/IP

based network communication with confidentiality, data integrity, server authentication,

and client authentication.

The security at this layer is mostly used to secure HTTP based web transactions on a

network. However, it can be employed by any application running over TCP.

Philosophy of TLS Design

Transport  Layer  Security  (TLS)  protocols  operate  above the  TCP layer.  Design  of

these  protocols  use  popular  Application  Program  Interfaces  (API)  to  TCP,  called

“sockets" for interfacing with TCP layer.

Applications are now interfaced to Transport Security Layer instead of TCP directly.

Transport  Security  Layer  provides a simple  API  with  sockets,  which  is  similar  and

analogous to TCP's API.



In  the  above  diagram,  although  TLS  technically  resides  between  application  and

transport layer, from the common perspective it is a transport protocol that acts as TCP

layer enhanced with security services.

TLS  is  designed  to  operate  over  TCP,  the  reliable  layer  4  protocol  (not  on  UDP

protocol), to make design of TLS much simpler, because it doesn't have to worry about

‘timing out’ and ‘retransmitting lost data’. The TCP layer continues doing that as usual

which serves the need of TLS.

Why TLS is Popular?

The reason for popularity of using a security at Transport Layer is simplicity. Design

and  deployment  of  security  at  this  layer  does  not  require  any  change  in  TCP/IP

protocols  that  are  implemented  in  an  operating  system.  Only  user  processes  and

applications needs to be designed/modified which is less complex.

Secure Socket Layer (SSL)



In this section, we discuss the family of protocols designed for TLS. The family includes

SSL versions 2 and 3 and TLS protocol. SSLv2 has been now replaced by SSLv3, so

we will focus on SSL v3 and TLS.

Brief History of SSL

In year 1995, Netscape developed SSLv2 and used in Netscape Navigator 1.1. The

SSL version1 was never published and used. Later, Microsoft improved upon SSLv2

and introduced another similar protocol named Private Communications Technology

(PCT).

Netscape  substantially  improved  SSLv2  on  various  security  issues  and  deployed

SSLv3 in 1999. The Internet Engineering Task Force (IETF) subsequently, introduced

a similar TLS (Transport Layer Security) protocol as an open standard. TLS protocol is

non-interoperable with SSLv3.

TLS modified the cryptographic algorithms for key expansion and authentication. Also,

TLS suggested use of open crypto Diffie-Hellman (DH) and Digital Signature Standard

(DSS) in place of patented RSA crypto used in SSL. But due to expiry of RSA patent in

2000, there existed no strong reasons for users to shift away from the widely deployed

SSLv3 to TLS.

Salient Features of SSL

The salient features of SSL protocol are as follows −

 SSL provides network connection security through −

o Confidentiality − Information is exchanged in an encrypted form.

o Authentication − Communication entities identify each other through the

use  of  digital  certificates.  Web-server  authentication  is  mandatory

whereas client authentication is kept optional.

o Reliability − Maintains message integrity checks.

 SSL is available for all TCP applications.

 Supported by almost all web browsers.



 Provides ease in doing business with new online entities.

 Developed primarily for Web e-commerce.

Architecture of SSL

SSL is  specific  to  TCP and it  does not  work  with  UDP.  SSL provides Application

Programming Interface (API)  to  applications.  C and Java SSL libraries/classes are

readily available.

SSL  protocol  is  designed  to  interwork  between  application  and  transport  layer  as

shown in the following image −

SSL itself is not a single layer protocol as depicted in the image; in fact it is composed

of two sub-layers.

 Lower sub-layer comprises of the one component of SSL protocol called as SSL

Record Protocol. This component provides integrity and confidentiality services.

 Upper sub-layer comprises of three SSL-related protocol  components and an

application  protocol.  Application  component  provides  the  information  transfer

service between client/server interactions. Technically, it can operate on top of

SSL layer as well. Three SSL related protocol components are −

o SSL Handshake Protocol

o Change Cipher Spec Protocol

o Alert Protocol.



 These  three  protocols  manage  all  of  SSL  message  exchanges  and  are

discussed later in this section.

                            Functions of SSL Protocol Components

The  four  sub-components  of  the  SSL  protocol  handle  various  tasks  for  secure

communication between the client machine and the server.

 Record Protocol

o The record layer formats the upper layer protocol messages.

o It  fragments  the  data  into  manageable  blocks  (max  length  16  KB).  It

optionally compresses the data.

o Encrypts the data.

o Provides  a  header  for  each  message  and  a  hash  (Message

Authentication Code (MAC)) at the end.

o Hands over the formatted blocks to TCP layer for transmission.



 SSL Handshake Protocol

o It is the most complex part of SSL. It is invoked before any application

data is transmitted. It creates SSL sessions between the client and the

server.

o Establishment  of  session  involves  Server  authentication,  Key  and

algorithm  negotiation,  Establishing  keys  and  Client  authentication

(optional).

o A session is identified by unique set of cryptographic security parameters.

o Multiple secure TCP connections between a client and a server can share

the same session.

o Handshake protocol actions through four phases. These are discussed in

the next section.

 ChangeCipherSpec Protocol

o Simplest  part  of  SSL  protocol.  It  comprises  of  a  single  message

exchanged between two communicating entities, the client and the server.

o As each entity sends the ChangeCipherSpec message, it changes its side

of the connection into the secure state as agreed upon.

o The cipher parameters pending state is copied into the current state.



o Exchange  of  this  Message  indicates  all  future  data  exchanges  are

encrypted and integrity is protected.

 SSL Alert Protocol

o This protocol is used to report errors – such as unexpected message, bad

record MAC, security parameters negotiation failed, etc.

o It  is also used for other purposes – such as notify closure of the TCP

connection, notify receipt of bad or unknown certificate, etc.

Establishment of SSL Session

As discussed above, there are four phases of SSL session establishment. These are

mainly handled by SSL Handshake protocol.

Phase 1 − Establishing security capabilities.

 This  phase  comprises  of  exchange  of  two  messages

– Client_hello and Server_hello.

 Client_hello contains of list of cryptographic algorithms supported by the client,

in decreasing order of preference.

 Server_hello contains  the  selected  Cipher  Specification  (CipherSpec)  and  a

new session_id.

 The CipherSpec contains fields like −



o Cipher Algorithm (DES, 3DES, RC2, and RC4)

o MAC Algorithm (based on MD5, SHA-1)

o Public-key algorithm (RSA)

o Both messages have “nonce” to prevent replay attack.

Phase 2 − Server authentication and key exchange.

 Server sends certificate. Client software comes configured with public keys of

various “trusted” organizations (CAs) to check certificate.

 Server sends chosen cipher suite.

 Server may request client certificate. Usually it is not done.

 Server indicates end of Server_hello.

Phase 3 − Client authentication and key exchange.



 Client sends certificate, only if requested by the server.

 It  also sends the Pre-master Secret (PMS) encrypted with the server’s public

key.

 Client also sends Certificate_verify message if certificate is sent by him to prove

he has the private key associated with this certificate. Basically, the client signs a

hash of the previous messages.

Phase 4 − Finish.

 Client and server send Change_cipher_spec messages to each other to cause

the pending cipher state to be copied into the current state.



 From now on, all data is encrypted and integrity protected.

 Message  “Finished”  from  each  end  verifies  that  the  key  exchange  and

authentication processes were successful.

All four phases, discussed above, happen within the establishment of TCP session.

SSL session establishment starts after TCP SYN/ SYNACK and finishes before TCP

Fin.

Resuming a Disconnected Session

 It is possible to resume a disconnected session (through Alert message), if the

client  sends  a hello_request to  the  server  with  the

encrypted session_id information.

 The server then determines if the session_id is valid. If validated, it exchanges

ChangeCipherSpec  and finished messages  with  the  client  and  secure

communications resume.

 This avoids recalculating of session cipher parameters and saves computing at

the server and the client end.

SSL Session Keys

We have seen that during Phase 3 of SSL session establishment, a pre-master secret

is sent by the client to the server encrypted using server’s public key.  The master

secret and various session keys are generated as follows −

 The master secret is generated (via pseudo random number generator) using −

o The pre-master secret.

o Two nonces (RA and RB) exchanged in the client_hello and server_hello

messages.

 Six secret values are then derived from this master secret as −

o Secret key used with MAC (for data sent by server)

o Secret key used with MAC (for data sent by client)



o Secret key and IV used for encryption (by server)

o Secret key and IV used for encryption (by client)

TLS Protocol

In order to provide an open Internet standard of SSL, IETF released The Transport

Layer Security (TLS) protocol in January 1999. TLS is defined as a proposed Internet

Standard in RFC 5246.

Salient Features

 TLS protocol has same objectives as SSL.

 It  enables  client/server  applications  to  communicate  in  a  secure  manner  by

authenticating, preventing eavesdropping and resisting message modification.

 TLS protocol sits above the reliable connection-oriented transport TCP layer in

the networking layers stack.

 The architecture of TLS protocol is similar to SSLv3 protocol. It  has two sub

protocols: the TLS Record protocol and the TLS Handshake protocol.

 Though  SSLv3  and  TLS  protocol  have  similar  architecture,  several  changes

were  made  in  architecture  and  functioning  particularly  for  the  handshake

protocol.

Comparison of TLS and SSL Protocols

There are main eight differences between TLS and SSLv3 protocols. These are as

follows −

 Protocol Version − The header of  TLS protocol segment carries the version

number 3.1 to differentiate between number 3 carried by SSL protocol segment

header.

 Message Authentication − TLS employs a keyed-hash message authentication

code (H-MAC). Benefit is that H-MAC operates with any hash function, not just

MD5 or SHA, as explicitly stated by the SSL protocol.



 Session Key Generation − There are two differences between TLS and SSL

protocol for generation of key material.

o Method of computing pre-master and master secrets is similar. But in TLS

protocol,  computation  of  master  secret  uses  the  HMAC standard  and

pseudorandom function (PRF) output instead of ad-hoc MAC.

o The algorithm for  computing  session  keys and initiation  values (IV)  is

different in TLS than SSL protocol.

 Alert Protocol Message −

o TLS protocol supports all the messages used by the Alert protocol of SSL,

except No  certificate alert  message  being  made  redundant.  The  client

sends empty certificate in case client authentication is not required.

o Many additional Alert messages are included in TLS protocol for other

error conditions such as record_overflow, decode_error etc.

 Supported Cipher Suites − SSL supports RSA, Diffie-Hellman and Fortezza

cipher suites. TLS protocol supports all suits except Fortezza.

 Client  Certificate  Types −  TLS  defines  certificate  types  to  be  requested  in

a certificate_request message.  SSLv3  support  all  of  these.  Additionally,  SSL

support certain other types of certificate such as Fortezza.

 CertificateVerify and Finished Messages −

o In  SSL,  complex  message  procedure  is  used  for

the certificate_verify message.  With  TLS,  the  verified  information  is

contained in the handshake messages itself thus avoiding this complex

procedure.

o Finished message is computed in different manners in TLS and SSLv3.

 Padding of  Data −  In  SSL protocol,  the padding added to  user  data before

encryption is the minimum amount required to make the total data-size equal to

a multiple of the cipher’s block length. In TLS, the padding can be any amount



that results in data-size that is a multiple of the cipher’s block length, up to a

maximum of 255 bytes.

The  above  differences  between  TLS  and  SSLv3  protocols  are  summarized  in  the

following table.

Secure Browsing - HTTPS

In this section, we will discuss the use of SSL/TLS protocol for performing secure web

browsing.

HTTPS Defined

Hyper Text Transfer Protocol (HTTP) protocol is used for web browsing. The function

of HTTPS is similar to HTTP. The only difference is that HTTPS provides “secure” web

browsing. HTTPS stands for HTTP over  SSL. This protocol  is  used to  provide the

encrypted  and  authenticated  connection  between  the  client  web  browser  and  the

website server.



The secure browsing through HTTPS ensures that the following content are encrypted

−

 URL of the requested web page.

 Web page contents provided by the server to the user client.

 Contents of forms filled in by user.

 Cookies established in both directions.

Working of HTTPS

HTTPS application protocol typically uses one of two popular transport layer security

protocols - SSL or TLS. The process of secure browsing is described in the following

points.

 You request a HTTPS connection to a webpage by entering https:// followed by

URL in the browser address bar.

 Web browser initiates a connection to the web server. Use of https invokes the

use of SSL protocol.



 An application, browser in this case, uses the system port 443 instead of port 80

(used in case of http).

 The SSL protocol goes through a handshake protocol for establishing a secure

session as discussed in earlier sections.

 The  website  initially  sends  its  SSL  Digital  certificate  to  your  browser.  On

verification of certificate, the SSL handshake progresses to exchange the shared

secrets for the session.

 When a trusted SSL Digital Certificate is used by the server, users get to see a

padlock  icon  in  the  browser  address  bar.  When  an  Extended  Validation

Certificate is installed on a website, the address bar turns green.

 Once established, this session consists of many secure connections between

the web server and the browser.

Use of HTTPS

 Use  of  HTTPS  provides  confidentiality,  server  authentication  and  message

integrity to the user. It enables safe conduct of e-commerce on the Internet.

 Prevents data from eavesdropping and denies identity theft which are common

attacks on HTTP.

Present day web browsers and web servers are equipped with HTTPS support. The

use of HTTPS over HTTP, however, requires more computing power at the client and

the server end to carry out encryption and SSL handshake.

Secure Shell Protocol (SSH)

The salient features of SSH are as follows −



 SSH is a network protocol that runs on top of the TCP/IP layer. It is designed to

replace the TELNET which provided unsecure means of remote logon facility.

 SSH provides a secure client/server communication and can be used for tasks

such as file transfer and e-mail.

 SSH2 is a prevalent protocol which provides improved network communication

security over earlier version SSH1.

SSH Defined

SSH is organized as three sub-protocols.

 Transport  Layer  Protocol −  This  part  of  SSH  protocol  provides  data

confidentiality, server (host) authentication, and data integrity. It may optionally

provide data compression as well.

o Server  Authentication −  Host  keys  are  asymmetric  like  public/private

keys. A server uses a public key to prove its identity to a client. The client

verifies  that  contacted  server  is  a  “known”  host  from  the  database  it

maintains. Once the server is authenticated, session keys are generated.

o Session Key Establishment − After authentication, the server and the

client agree upon cipher to be used. Session keys are generated by both

the  client  and  the  server.  Session  keys  are  generated  before  user

authentication so that usernames and passwords can be sent encrypted.

These keys are generally replaced at regular intervals (say, every hour)

during the session and are destroyed immediately after use.



o Data  Integrity −  SSH  uses  Message  Authentication  Code  (MAC)

algorithms to for data integrity check. It  is an improvement over 32 bit

CRC used by SSH1.

 User Authentication Protocol − This part of SSH authenticates the user to the

server. The server verifies that access is given to intended users only. Many

authentication methods are currently used such as, typed passwords, Kerberos,

public-key authentication, etc.

 Connection Protocol − This provides multiple logical  channels over a single

underlying SSH connection.

SSH Services

SSH provides three main services that  enable provision of  many secure solutions.

These services are briefly described as follows −

 Secure Command-Shell (Remote Logon) − It allows the user to edit files, view

the  contents  of  directories,  and  access  applications  on  connected  device.

Systems administrators  can  remotely  start/view/stop  services  and  processes,

create  user  accounts,  and change file/directories  permissions and so  on.  All

tasks that are feasible at a machine’s command prompt can now be performed

securely from the remote machine using secure remote logon.

 Secure File Transfer − SSH File Transfer Protocol (SFTP) is designed as an

extension for SSH-2 for secure file transfer. In essence, it is a separate protocol

layered over the Secure Shell protocol to handle file transfers. SFTP encrypts

both the  username/password  and the file  data  being transferred.  It  uses the

same port as the Secure Shell server, i.e. system port no 22.

 Port Forwarding (Tunneling) − It  allows data from unsecured TCP/IP based

applications to be secured. After port forwarding has been set up, Secure Shell

reroutes  traffic  from  a  program  (usually  a  client)  and  sends  it  across  the

encrypted tunnel to the program on the other side (usually a server). Multiple

applications  can  transmit  data  over  a  single  multiplexed  secure  channel,

eliminating the need to open many ports on a firewall or router.



Benefits & Limitations

The benefits and limitations of employing communication security at transport layer are

as follows −

 Benefits

o Transport Layer Security is transparent to applications.

o Server is authenticated.

o Application layer headers are hidden.

o It is more fine-grained than security mechanisms at layer 3 (IPsec) as it

works at the transport connection level.

 Limitations

o Applicable to TCP-based applications only (not UDP).

o TCP/IP headers are in clear.

o Suitable for direct communication between the client and the server. Does

not cater for secure applications using chain of servers (e.g. email)

o SSL does not provide non-repudiation as client authentication is optional.



o If needed, client authentication needs to be implemented above SSL.

Summary

A large number of web applications have emerged on the Internet in the past decade.

Many e-Governance and e-Commerce portal  have come online. These applications

require  that  session  between  the  server  and  the  client  is  secure  providing

confidentiality, authentication and integrity of sessions.

One way of mitigating a potential attack during a user’s session is to use a secure

communication protocol. Two of such communication protocols, Secure Sockets Layer

(SSL) and Transport Layer Security (TLS), are discussed in this chapter. Both of these

protocol function at Transport layer.

Another transport layer protocol, Secure Shell (SSH), designed to replace the TELNET,

provides  secure  means  of  remote  logon  facility.  It  is  capable  of  providing  various

services such as Secure Command Shell and SFTP.

Employment  of  Transport  layer  security  has  many  benefits.  However,  the  security

protocol  designed at these layer can be used with TCP only.  They do not provide

security for communication implemented using UDP.

                                        



UNIT V

NETWORK LAYER SECURITY

Network  layer  security  controls  have  been  used  frequently  for  securing

communications, particularly over shared networks such as the Internet because they

can provide protection for many applications at once without modifying them.

In  the  earlier  chapters,  we  discussed  that  many  real-time  security  protocols  have

evolved for network security ensuring basic tenets of security such as privacy, origin

authentication, message integrity, and non-repudiation.

Most of  these protocols remained focused at the higher layers of the OSI protocol

stack, to compensate for inherent lack of security in standard Internet Protocol. Though

valuable, these methods cannot be generalized easily for use with any application. For

example, SSL is developed specifically to secure applications like HTTP or FTP. But

there are several other applications which also need secure communications.

This need gave rise to develop a security solution at the IP layer so that all higher-layer

protocols could take advantage of it.  In 1992, the Internet  Engineering Task Force

(IETF) began to define a standard ‘IPsec’.

In this chapter, we will discuss how security is achieved at network layer using this very

popular set of protocol IPsec.

Security in Network Layer

Any scheme that is developed for providing network security needs to be implemented

at some layer in protocol stack as depicted in the diagram below −

Layer Communication Protocols Security Protocols

Application Layer HTTP FTP SMTP PGP. S/MIME, HTTPS

Transport Layer TCP /UDP SSL, TLS, SSH



Network Layer IP IPsec

The popular framework developed for ensuring security at  network layer is Internet

Protocol Security (IPsec).

Features of IPsec

 IPsec is not designed to work only with TCP as a transport protocol. It works with

UDP as well as any other protocol above IP such as ICMP, OSPF etc.

 IPsec protects  the entire  packet  presented to  IP  layer  including higher  layer

headers.

 Since higher layer headers are hidden which carry port number, traffic analysis

is more difficult.

 IPsec  works  from  one  network  entity  to  another  network  entity,  not  from

application  process  to  application  process.  Hence,  security  can  be  adopted

without requiring changes to individual user computers/applications.

 Tough widely used to provide secure communication between network entities,

IPsec can provide host-to-host security as well.

 The most common use of IPsec is to provide a Virtual Private Network (VPN),

either between two locations (gateway-to-gateway) or between a remote user

and an enterprise network (host-to-gateway).

Security Functions

The important security functions provided by the IPsec are as follows −

 Confidentiality

o Enables communicating nodes to encrypt messages.

o Prevents eavesdropping by third parties.

 Origin authentication and data integrity.



o Provides assurance that a received packet was actually transmitted by the

party identified as the source in the packet header.

o Confirms that the packet has not been altered or otherwise.

 Key management.

o Allows secure exchange of keys.

o Protection  against  certain  types  of  security  attacks,  such  as  replay

attacks.

Virtual Private Network

Ideally, any institution would want its own private network for communication to ensure

security. However, it may be very costly to establish and maintain such private network

over geographically dispersed area. It would require to manage complex infrastructure

of communication links, routers, DNS, etc.

IPsec provides an easy mechanism for implementing Virtual Private Network (VPN) for

such institutions. VPN technology allows institution’s inter-office traffic to be sent over

public Internet  by encrypting traffic  before entering the public Internet  and logically

separating it from other traffic. The simplified working of VPN is shown in the following

diagram −



Overview of IPsec

IPsec is a framework/suite of protocols for providing security at the IP layer.

Origin

In early 1990s, Internet was used by few institutions, mostly for academic purposes.

But in later decades, the growth of Internet became exponential due to expansion of

network and several organizations using it for communication and other purposes.

With the massive growth of Internet, combined with the inherent security weaknesses

of the TCP/IP protocol, the need was felt for a technology that can provide network

security on the Internet. A report entitled "Security in the Internet Architecture” was

issued by the Internet Architecture Board (IAB) in 1994. It identified the key areas for

security mechanisms.

The IAB included authentication and encryption as essential security features in the

IPv6, the next-generation IP. Fortunately, these security capabilities were defined such

that they can be implemented with both the current IPv4 and futuristic IPv6.



Security  framework,  IPsec  has  been  defined  in  several  ‘Requests  for  comments’

(RFCs). Some RFCs specify some portions of the protocol, while others address the

solution as a whole.

Operations Within IPsec

The IPsec suite can be considered to have two separate operations, when performed

in unison,  providing a complete set  of  security  services.  These two operations are

IPsec Communication and Internet Key Exchange.

 IPsec Communication

o It  is  typically  associated  with  standard  IPsec  functionality.  It  involves

encapsulation, encryption, and hashing the IP datagrams and handling all

packet processes.

o It  is  responsible  for  managing  the  communication  according  to  the

available  Security  Associations  (SAs)  established  between

communicating parties.

o It  uses  security  protocols  such  as  Authentication  Header  (AH)  and

Encapsulated SP (ESP).

o IPsec  communication  is  not  involved  in  the  creation  of  keys  or  their

management.

o IPsec communication operation itself is commonly referred to as IPsec.

 Internet Key Exchange (IKE)

o IKE is the automatic key management protocol used for IPsec.

o Technically, key management is not essential for IPsec communication

and  the  keys  can  be  manually  managed.  However,  manual  key

management is not desirable for large networks.

o IKE  is  responsible  for  creation  of  keys  for  IPsec  and  providing

authentication during key establishment process. Though, IPsec can be

used for any other key management protocols, IKE is used by default.



o IKE defines two protocol (Oakley and SKEME) to be used with already

defined key management  framework  Internet  Security  Association  Key

Management Protocol (ISAKMP).

o ISAKMP is not  IPsec specific,  but  provides the framework for creating

SAs for any protocol.

This  chapter  mainly  discusses  the  IPsec  communication  and  associated  protocol

employed to achieve security.

IPsec Communication Modes

IPsec  Communication  has  two  modes  of  functioning;  transport  and  tunnel  modes.

These modes can be used in combination or used individually depending upon the type

of communication desired.

Transport Mode

 IPsec does not encapsulate a packet received from upper layer.

 The original IP header is maintained and the data is forwarded based on the

original attributes set by the upper layer protocol.

 The following diagram shows the data flow in the protocol stack.

 The limitation of transport mode is that no gateway services can be provided. It

is reserved for point-to-point communications as depicted in the following image.



Tunnel Mode

 This mode of IPsec provides encapsulation services along with other security

services.

 In tunnel mode operations, the entire packet from upper layer is encapsulated

before applying security protocol. New IP header is added.

 The following diagram shows the data flow in the protocol stack.

 Tunnel mode is typically associated with gateway activities. The encapsulation

provides the ability to send several sessions through a single gateway.

 The typical tunnel mode communication is as depicted in the following diagram.



 As  far  as  the  endpoints  are  concerned,  they  have  a  direct  transport  layer

connection.  The  datagram  from  one  system  forwarded  to  the  gateway  is

encapsulated and then forwarded to the remote gateway. The remote associated

gateway de-encapsulates the data and forwards it to the destination endpoint on

the internal network.

 Using IPsec, the tunneling mode can be established between the gateway and

individual end system as well.

IPsec Protocols

IPsec uses the security protocols to provide desired security services. These protocols

are the heart of IPsec operations and everything else is designed to support these

protocol in IPsec.

Security  associations  between  the  communicating  entities  are  established  and

maintained by the security protocol used.

There are two security protocols defined by IPsec — Authentication Header (AH) and

Encapsulating Security Payload (ESP).



Authentication Header

The  AH  protocol  provides  service  of  data  integrity  and  origin  authentication.  It

optionally caters for message replay resistance. However, it does not provide any form

of confidentiality.

AH is a protocol that provides authentication of either all or part of the contents of a

datagram by the addition of a header. The header is calculated based on the values in

the datagram. What parts of the datagram are used for the calculation, and where to

place the header, depends on the mode cooperation (tunnel or transport).

The operation of the AH protocol is surprisingly simple. It can be considered similar to

the algorithms used to calculate checksums or perform CRC checks for error detection.

The concept behind AH is the same, except that instead of using a simple algorithm,

AH uses special hashing algorithm and a secret key known only to the communicating

parties.  A  security  association  between two  devices  is  set  up  that  specifies  these

particulars.

The process of AH goes through the following phases.

 When IP  packet  is  received  from upper  protocol  stack,  IPsec determine the

associated Security Association (SA) from available information in the packet; for

example, IP address (source and destination).

 From SA, once it is identified that security protocol is AH, the parameters of AH

header are calculated. The AH header consists of the following parameters −



 The header field specifies the protocol of packet following AH header. Sequence

Parameter  Index (SPI)  is  obtained from SA existing  between communicating

parties.

 Sequence Number is calculated and inserted. These numbers provide optional

capability to AH to resist replay attack.

 Authentication data is calculated differently depending upon the communication

mode.

 In transport mode, the calculation of authentication data and assembling of final

IP packet for transmission is depicted in the following diagram. In original  IP

header, change is made only in protocol number as 51 to indicated application of

AH.



 In  Tunnel  mode,  the above process takes place as depicted in  the following

diagram.

Encapsulation Security Protocol (ESP)



ESP provides security services such as confidentiality, integrity, origin authentication,

and  optional  replay  resistance.  The  set  of  services  provided  depends  on  options

selected at the time of Security Association (SA) establishment.

In ESP, algorithms used for encryption and generating authenticator are determined by

the attributes used to create the SA.

The process of ESP is as follows. The first two steps are similar to process of AH as

stated above.

 Once  it  is  determined  that  ESP  is  involved,  the  fields  of  ESP  packet  are

calculated. The ESP field arrangement is depicted in the following diagram.

 Encryption  and  authentication  process  in  transport  mode  is  depicted  in  the

following diagram.



 In case of Tunnel mode, the encryption and authentication process is as

depicted in the following diagram.



Although authentication and confidentiality are the primary services provided by ESP,

both are optional.  Technically,  we can use NULL encryption without authentication.

However, in practice, one of the two must be implemented to use ESP effectively.

The basic concept is to use ESP when one wants authentication and encryption, and to

use AH when one wants extended authentication without encryption.

Security Associations in IPsec

Security  Association  (SA)  is  the  foundation  of  an  IPsec communication.  The

features of SA are −

 Before sending data, a virtual connection is established between the sending

entity and the receiving entity, called “Security Association (SA)”.

 IPsec  provides  many  options  for  performing  network  encryption  and

authentication.  Each  IPsec  connection  can  provide  encryption,  integrity,

authenticity, or all three services. When the security service is determined, the

two  IPsec  peer  entities  must  determine  exactly  which  algorithms to  use  (for

example,  DES  or  3DES  for  encryption;  MD5  or  SHA-1  for  integrity).  After

deciding on the algorithms, the two devices must share session keys.

 SA is a set  of  above communication parameters that provides a relationship

between two or more systems to build an IPsec session.

 SA  is  simple  in  nature  and  hence  two  SAs  are  required  for  bi-directional

communications.

 SAs are identified by a Security Parameter Index (SPI) number that exists in the

security protocol header.

 Both sending and receiving entities maintain state information about the SA. It is

similar  to  TCP  endpoints  which  also  maintain  state  information.  IPsec  is

connection-oriented like TCP.

Parameters of SA

Any SA is uniquely identified by the following three parameters −



 Security Parameters Index (SPI).

o It is a 32-bit value assigned to SA. It is used to distinguish among different

SAs  terminating  at  the  same  destination  and  using  the  same  IPsec

protocol.

o Every packet of IPsec carries a header containing SPI field. The SPI is

provided to map the incoming packet to an SA.

o The SPI is a random number generated by the sender to identify the SA

to the recipient.

 Destination IP Address − It can be IP address of end router.

 Security Protocol Identifier − It indicates whether the association is an AH or

ESP SA.

Example of SA between two router involved in IPsec communication is shown in

the following diagram.

Security Administrative Databases



In IPsec, there are two databases that control the processing of IPsec datagram. One

is  the  Security  Association  Database  (SAD)  and  the  other  is  the  Security  Policy

Database (SPD). Each communicating endpoint using IPsec should have a logically

separate SAD and SPD.

Security Association Database

In IPsec communication, endpoint holds SA state in Security Association Database

(SAD). Each SA entry in SAD database contains nine parameters as shown in the following

table −

Sr.No. Parameters & Description

1 Sequence Number Counter

For  outbound communications.  This  is  the  32-bit  sequence number

provided in the AH or ESP headers.

2 Sequence Number Overflow Counter

Sets  an  option  flag  to  prevent  further  communications  utilizing  the

specific SA

3 32-bit anti-replay window

Used to determine whether an inbound AH or ESP packet is a replay

4 Lifetime of the SA

Time till SA remain active

5 Algorithm - AH

Used in the AH and the associated key

6 Algorithm - ESP Auth



Used in the authenticating portion of the ESP header

7 Algorithm - ESP Encryption

Used in the encryption of the ESP and its associated key information

8 IPsec mode of operation

Transport or tunnel mode

9 Path MTU(PMTU)

Any  observed  path  maximum  transmission  unit  (to  avoid

fragmentation)

All  SA entries in the SAD are indexed by the three SA parameters:  Destination IP

address, Security Protocol Identifier, and SPI.

Security Policy Database

SPD is used for processing outgoing packets. It helps in deciding what SAD entries

should be used. If no SAD entry exists, SPD is used to create new ones.

Any SPD entry would contain −

 Pointer to active SA held in SAD.

 Selector  fields  –  Field  in  incoming  packet  from  upper  layer  used  to  decide

application of  IPsec.  Selectors can include source and destination address,  port

numbers if relevant, application IDs, protocols, etc.

Outgoing IP datagrams go from the SPD entry to the specific SA, to get encoding

parameters.  Incoming  IPsec  datagram  get  to  the  correct  SA  directly  using  the

SPI/DEST IP/Protocol triple, and from there extracts the associated SAD entry.

SPD can also specify traffic that should bypass IPsec. SPD can be considered as a

packet filter where the actions decided upon are the activation of SA processes.

Summary



IPsec is a suite of protocols for securing network connections. It is rather a complex

mechanism, because instead of giving straightforward definition of a specific encryption

algorithm  and  authentication  function,  it  provides  a  framework  that  allows  an

implementation of anything that both communicating ends agree upon.

Authentication Header (AH) and Encapsulating Security Payload (ESP) are the two

main communication protocols used by IPsec. While AH only authenticate, ESP can

encrypt and authenticate the data transmitted over the connection.

Transport  Mode  provides  a  secure  connection  between  two  endpoints  without

changing the IP header. Tunnel Mode encapsulates the entire payload IP packet. It

adds new IP header. The latter is used to form a traditional VPN, as it provides a virtual

secure tunnel across an untrusted Internet.

Setting up an IPsec connection involves all kinds of crypto choices. Authentication is

usually  built  on  top  of  a  cryptographic  hash  such  as  MD5  or  SHA-1.  Encryption

algorithms are DES, 3DES, Blowfish, and AES being common. Other algorithms are

possible too.

Both communicating endpoints need to know the secret values used in hashing or

encryption.  Manual  keys  require  manual  entry  of  the  secret  values  on  both  ends,

presumably  conveyed  by  some  out-of-band  mechanism,  and  IKE  (Internet  Key

Exchange) is a sophisticated mechanism for doing this online.

Malware 

• Short for malicious software. 

• A  is  software  used  or  created  to  disrupt  computer  operation,  gather  sensitive

information, or gain access to private computer systems. 

• It can appear in the form of code, scripts, active content, and other software.

 • 'Malware' is a general term used to refer to a variety of forms of hostile, intrusive, or

annoying software



Types of Malware Viruses 

• A program or piece of code that is loaded onto your computer without your knowledge

and runs against your wishes.

 • Viruses can also replicate themselves. 

• All computer viruses are manmade. 

• Viruses copy themselves to other disks to spread to other computers.

 • They can be merely annoying or they can be vastly destructive to your files

Viruses 

• Examples of computer viruses are: 

– Macro virus

 – Boot virus

 – Logic Bomb virus

 – Directory virus 

– Resident virus

Worms

 • A computer worm is a self-replicating computer program. 

• It uses a network to send copies of itself to other nodes (computers on the network)

and it may do so without any user intervention. 

• It does not need to attach itself to an existing program.

FIREWALLS

Almost every medium and large-scale organization has a presence on the Internet and

has an organizational network connected to it. Network partitioning at the boundary

between the outside Internet and the internal network is essential for network security.

Sometimes the inside network (intranet) is referred to as the “trusted” side and the

external Internet as the “un-trusted” side.



Types of Firewall

Firewall is a network device that isolates organization’s internal network from larger

outside network/Internet.  It  can be a hardware,  software,  or  combined system that

prevents unauthorized access to or from internal network.

All  data  packets entering or  leaving the internal  network pass through the firewall,

which examines each packet and blocks those that do not meet the specified security

criteria.

Deploying firewall at network boundary is like aggregating the security at a single point.

It is analogous to locking an apartment at the entrance and not necessarily at each

door.

Firewall  is  considered as an essential  element  to  achieve network  security  for  the

following reasons −

 Internal network and hosts are unlikely to be properly secured.

 Internet is a dangerous place with criminals, users from competing companies,

disgruntled ex-employees, spies from unfriendly countries, vandals, etc.

 To prevent  an  attacker  from launching  denial  of  service  attacks  on  network

resource.

 To prevent illegal modification/access to internal data by an outsider attacker.

Firewall is categorized into three basic types −

 Packet filter (Stateless & Stateful)

 Application-level gateway

 Circuit-level gateway



These three categories, however, are not mutually exclusive. Modern firewalls have a

mix of abilities that may place them in more than one of the three categories.

Stateless & Stateful Packet Filtering Firewall

In this type of firewall deployment, the internal network is connected to the external

network/Internet via a router firewall. The firewall inspects and filters data packet-by-

packet.

Packet-filtering firewalls allow or block the packets mostly based on criteria such as

source  and/or  destination  IP  addresses,  protocol,  source  and/or  destination  port

numbers, and various other parameters within the IP header.

The  decision  can be based on  factors  other  than IP  header  fields  such  as  ICMP

message type, TCP SYN and ACK bits, etc.

Packet filter rule has two parts −

 Selection criteria − It is a used as a condition and pattern matching for decision

making.

 Action field − This part specifies action to be taken if an IP packet meets the

selection criteria. The action could be either block (deny) or permit (allow) the

packet across the firewall.



Packet filtering is generally accomplished by configuring Access Control Lists (ACL) on

routers or switches. ACL is a table of packet filter rules.

As traffic enters or exits an interface, firewall applies ACLs from top to bottom to each

incoming packet,  finds matching criteria and either permits  or denies the individual

packets.

Stateless firewall is a kind of a rigid tool. It looks at packet and allows it if its meets

the criteria even if it is not part of any established ongoing communication.

Hence, such firewalls are replaced by stateful firewalls in modern networks. This type

of firewalls offer a more in-depth inspection method over the only ACL based packet

inspection methods of stateless firewalls.

Stateful firewall monitors the connection setup and teardown process to keep a check

on connections at the TCP/IP level. This allows them to keep track of connections state

and determine which hosts have open, authorized connections at any given point in

time.

They  reference  the  rule  base  only  when  a  new  connection  is  requested.  Packets

belonging to existing connections are compared to the firewall's state table of open

connections, and decision to allow or block is taken. This process saves time and

provides added security as well. No packet is allowed to trespass the firewall unless it

belongs  to  already  established  connection.  It  can  timeout  inactive  connections  at

firewall after which it no longer admit packets for that connection.

Application Gateways



An application-level gateway acts as a relay node for the application-level traffic. They

intercept incoming and outgoing packets, run proxies that copy and forward information

across the gateway, and function as a proxy server, preventing any direct connection

between a trusted server or client and an untrusted host.

The proxies are application specific. They can filter packets at the application layer of

the OSI model.

Application-specific Proxies

An application-specific proxy accepts packets generated by only specified application

for which they are designed to copy, forward, and filter. For example, only a Telnet

proxy can copy, forward, and filter Telnet traffic.

If a network relies only on an application-level gateway, incoming and outgoing packets

cannot access services that have no proxies configured. For example, if a gateway

runs FTP and Telnet  proxies,  only  packets  generated by  these services  can pass

through the firewall. All other services are blocked.

Application-level Filtering

An application-level proxy gateway, examines and filters individual packets, rather than

simply  copying  them and blindly  forwarding  them across the  gateway.  Application-

specific  proxies  check each packet  that  passes through the gateway,  verifying the

contents  of  the  packet  up  through  the  application  layer.  These  proxies  can  filter

particular kinds of commands or information in the application protocols.



Application gateways can restrict specific actions from being performed. For example,

the  gateway  could  be  configured  to  prevent  users  from  performing  the  ‘FTP  put’

command. This can prevent modification of the information stored on the server by an

attacker.

Transparent

Although application-level gateways can be transparent, many implementations require

user  authentication  before  users  can access an untrusted network,  a  process that

reduces  true  transparency.  Authentication  may  be  different  if  the  user  is  from the

internal  network  or  from  the  Internet.  For  an  internal  network,  a  simple  list  of  IP

addresses can be allowed to connect to external applications. But from the Internet

side a strong authentication should be implemented.

An  application  gateway  actually  relays  TCP  segments  between  the  two  TCP

connections in the two directions (Client ↔ Proxy ↔ Server).

For outbound packets, the gateway may replace the source IP address by its own IP

address. The process is referred to as Network Address Translation (NAT). It ensures

that internal IP addresses are not exposed to the Internet.

Circuit-Level Gateway

The circuit-level gateway is an intermediate solution between the packet filter and the

application gateway. It runs at the transport layer and hence can act as proxy for any

application.

Similar to an application gateway, the circuit-level gateway also does not permit an

end-to-end TCP connection across the gateway. It sets up two TCP connections and

relays the TCP segments from one network to the other. But, it does not examine the

application data like application gateway. Hence, sometime it is called as ‘Pipe Proxy’.

SOCKS

SOCKS  (RFC  1928)  refers  to  a  circuit-level  gateway.  It  is  a  networking  proxy

mechanism that enables hosts on one side of a SOCKS server to gain full access to



hosts on the other side without requiring direct IP reachability. The client connects to

the  SOCKS  server  at  the  firewall.  Then  the  client  enters  a  negotiation  for  the

authentication method to be used, and authenticates with the chosen method.

The  client  sends  a  connection  relay  request  to  the  SOCKS server,  containing  the

desired destination IP address and transport port. The server accepts the request after

checking that the client meets the basic filtering criteria. Then, on behalf of the client,

the gateway opens a connection to  the requested untrusted host  and then closely

monitors the TCP handshaking that follows.

The SOCKS server informs the client, and in case of success, starts relaying the data

between the two connections. Circuit level gateways are used when the organization

trusts the internal users, and does not want to inspect the contents or application data

sent on the Internet.

Firewall Deployment with DMZ

A  firewall  is  a  mechanism  used  to  control  network  traffic  ‘into’  and  ‘out’  of  an

organizational  internal  network.  In  most  cases  these  systems  have  two  network

interfaces, one for the external  network such as the Internet  and the other  for  the

internal side.

The firewall process can tightly control what is allowed to traverse from one side to the

other. An organization that wishes to provide external access to its web server can

restrict all traffic arriving at firewall expect for port 80 (the standard http port). All other

traffic such as mail traffic, FTP, SNMP, etc., is not allowed across the firewall into the

internal network. An example of a simple firewall is shown in the following diagram.



In the above simple deployment, though all other accesses from outside are blocked, it

is possible for an attacker to contact not only a web server but any other host on

internal network that has left port 80 open by accident or otherwise.

Hence,  the problem most  organizations face is how to enable legitimate access to

public services such as web, FTP, and e-mail while maintaining tight security of the

internal network. The typical approach is deploying firewalls to provide a Demilitarized

Zone (DMZ) in the network.

In this setup (illustrated in following diagram), two firewalls are deployed; one between

the external network and the DMZ, and another between the DMZ and the internal

network. All public servers are placed in the DMZ.

With this setup, it is possible to have firewall rules which allow public access to the

public servers but the interior firewall can restrict all incoming connections. By having

the DMZ, the public servers are provided with adequate protection instead of placing

them directly on external network.



Intrusion Detection / Prevention System

The packet filtering firewalls operate based on rules involving TCP/UDP/IP headers

only. They do not attempt to establish correlation checks among different sessions.

Intrusion  Detection/Prevention  System (IDS/IPS)  carry  out  Deep  Packet  Inspection

(DPI) by looking at the packet contents. For example, checking character strings in

packet against database of known virus, attack strings.

Application gateways do look at the packet contents but only for specific applications.

They do not look for suspicious data in the packet. IDS/IPS looks for suspicious data

contained  in  packets  and  tries  to  examine  correlation  among  multiple  packets  to

identify any attacks such as port scanning, network mapping, and denial of service and

so on.

Difference between IDS and IPS

IDS and IPS are similar in detection of anomalies in the network. IDS is a ‘visibility’ tool

whereas IPS is considered as a ‘control’ tool.



Intrusion Detection Systems sit off to the side of the network, monitoring traffic at many

different points, and provide visibility into the security state of the network. In case of

reporting  of  anomaly  by  IDS,  the  corrective  actions  are  initiated  by  the  network

administrator or other device on the network.

Intrusion Prevention System are like firewall and they sit in-line between two networks

and control the traffic going through them. It enforces a specified policy on detection of

anomaly in the network traffic.  Generally, it  drops all  packets and blocks the entire

network traffic on noticing an anomaly till such time an anomaly is addressed by the

administrator.

Types of IDS

There are two basic types of IDS.

 Signature-based IDS

o It needs a database of known attacks with their signatures.

o Signature  is  defined  by  types  and  order  of  packets  characterizing  a

particular attack.



o Limitation of this type of IDS is that only known attacks can be detected.

This IDS can also throw up a false alarm. False alarm can occur when a

normal packet stream matches the signature of an attack.

o Well-known public open-source IDS example is “Snort” IDS.

 Anomaly-based IDS

o This type of IDS creates a traffic pattern of normal network operation.

o During IDS mode, it looks at traffic patterns that are statistically unusual.

For example, ICMP unusual load, exponential growth in port scans, etc.

o Detection of any unusual traffic pattern generates the alarm.

o The major challenge faced in this type of IDS deployment is the difficulty

in distinguishing between normal traffic and unusual traffic.

Summary

In this chapter, we discussed the various mechanisms employed for network access

control. The approach to network security through access control is technically different

than implementing security controls at different network layers discussed in the earlier

chapters  of  this  tutorial.  However,  though  the  approaches  of  implementation  are

different, they are complementary to each other.

Network access control comprises of two main components: user authentication and

network boundary protection. RADIUS is a popular mechanism for providing central

authentication in the network.

Firewall provides network boundary protection by separating an internal network from

the public Internet. Firewall can function at different layers of network protocol. IDS/IPS

allows to monitor the anomalies in the network traffic to detect the attack and take

preventive action against the same.
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